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B W

1.45 #EBKHP

sl “HSRTE L BT “HERAB ST, T DU I DR A% SO s 5 G 4
Ly f T l“ﬁﬁ’ﬁfa%, BATHERAB SUT 5

SRR
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FESER SN AR BEXASFRINE IEEE IHEEE tHENE . 2B TAR TSR -
"R S HE A R A M
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15 Mg
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[T 1
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] i H2RE0 ] - WHRRER ] b mE
0 amE ; ; 20 -SR]
0 mt ] ] 12T - BISET]
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BEA:
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BIEAN 1P

HEREK

SHBIAR FHRAAR BHmA

=1 dtest@dormain.com) -
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#421020est! 01 @domain.com)
#42103¢est 02@domain.com)
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#421050est! 04@domain.com)
#42106(test! 05@domain.com)
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#4111 test! 1 0@domain.com)
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ISRk, BAJS A M5 AT R5 2200 WO N7 A7 B A X AN AR 41 SR bk B ], i AS
T BN = )2 Mk . CHr mspE 51 38 05 75 20 J Loy B 5 230

MR 1E RGEB NG — AR FIR M, 7E “HAEHE S (adnin)” 5 H2AEERT,
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AN IXAN MR 51 R 1 o

WA YK S R SRS ISR v I HA AOEARR, T84 A5 %MK 5 (1) webmail HE[“ A
B ” Rl “EE” Al i “HAEyIR” i, J7{EH 7 7E webmail HOSUR BEEE

HHRAIXER

+ SLEpIE
+ ISR
+ HLETINERSIR
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X EEMY) R
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SHETRE ST
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WA AN
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O BT S
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1

2

&l

4

5]

6 testl13@domain.com
7
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1.6.2 #INERAEFIR

sl “HBRTZURAT B LI () ARSI, AT EARATAS IR B A it
N CHBFBIRAATR S Rl T “RATAFAA IR FAE R o “Hiid” fF B AL 2R A

DN ERTIFS
WHRMSHERRIE B A “RAFNR”, W WA ZBES RS BE TN
IR AR A B R EA T IS IS A4

X (A5 Bk
UWERHBPESIL IR ARATHIR” RN “ 457, MACRIZIRAF SRR “ T
(A7, MAAZZMAEZZR A (]t m] LABEAT A I«

DRI
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i

EEAAENE F 8 O

1.6.3 HLEASIMAREFIR

sl “HBRTZIZRAT B IR Y ARSI SR, BT DUZ I LT AR U 7R
fr BRI ST B A R, TR RIS 51% .

LS AR5 R

Eﬁﬁuﬁﬂiﬁﬁﬁ’ﬂﬁiﬁ%}"Haﬂf#’s"lﬁé-‘?.ﬁ’\ it ERANTIE" CEATAR HFEEF - "ESAREIE

maillisttestl HEIFL ¥
maillisttestz jEiFz

hif
%EEE?U%FHFE?—TE"J%EE%J"Hiﬂf#ﬁ]igﬁ'i mpFEHE =Fn mPFEIRER . 2B TAR T SIRA - "HFERR "
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1.7 HpFlEEE R
XA R IE W E S PENS, DOR BRI H .
1.7.1 % H WA 4

sl “HBPERAEAE BRI AR R, WA Bk, MRS, T

R IR
1 Rule0O1 FELE BA S - R

HE R IERADRIEERGEER MM T T ERERE

1.7.2 G IMARAR IR

Jts Tl G B AR A iE R B TS S I L G S AR A e 11 I N
Bl WE —SRNS,  n EAE R N M Bk RS @gg.com, ) B AE A )
test@domain.com HEFE 1, Wi~
5 s 1 5 s SR g

AN |EE

BESEE: MurBIdneeT 7 s s

AR

WREM: et -] [82 =] @ugcom LB THEE

S S T AR [test@dorain.com|
BEATEN W

B/iE -
1. b E R E NS  FRE SRR
2. BHTE MR REIE

(1) FNAFR: B SRS AR, XEash <,

(2) W¥yal: ER A IR, IR R, fe B T & R A)

(3D ¥ AR 45 B AT, AR T LAVS 0 2 /N 45 R AE S8 IO B o 31X PR FRAT I “ i
A ANHhE” 35 @gg.com.

(4) HFHBFE S — AN B A AR 396 2 45 1F (0 BB A 52 T B — AN B2 AN A SIR A4

W, X HLIRATTRE test@domain.com.

(5) W RM AN WERELETITH

(6) FEAT/HEE: o) HlE e MU IR A E

(7) &iE: HE R T &R
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TR BRSNS S Nk,
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183 AEXHI - FE

sl “webmail BEE” WEHUHH “HE XM 7B, WHTIF “ B E SN 7 BRI
B, BT R AEAE R ISAR 4 %, MARBEE R “ K SRy U K.

X R ULDIRE)E, AEASIN. BTSN S o B TR Y O ST B A BRI T
X R Ee BBl BERECR I IRAT 4 5 % Thag, R R A e 7 BUg .
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BEXBARFRYEHEE
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BEX FHRE:
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o BHRLTHLG. (TE - E A PR Eh LI BRI S E X FRAETRIET -
+ BRAESBFRERIMMESE M, DRERABENFRER-
o WSRO EREE A 126 ComRiE TR R E e A

1.8.4 &/ IWFE
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ISR VR 0 IR . g g S I N 20K R AE M TR R TR S 1 webmai 1
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- Hir RS EEE
FIEEEAER R -

(webmail B I 7)
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##fLogo: BEBEH s ERREON Tpa S aif"s A 809x223 B3

kA I Logo

A 1 Logo s B A K 5 AN i Jm 55 55 )] webmail e EAMIE R, W MK,
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FIP 4 o S5 TSP
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S B PR A2 SR X Tony AP U-Mai 1 Al HB47.
AL, BT T “HH YOG AR RO BN, &
SR SRR 0T ORI BT A e B WOl SEEAE.

i PinE

wEHA PR
AR

mE: F-T-Ab T B I U 2 L

i w8 |

3
ZE" (user) M ESE, ROSRINEHFTESANER (user) "ERMmMATIER P - SR T
Tltn> FRIEFFTony TR A : Ril(user) A U-Maiti- s B ARSI FHTRS SR A" Bl Tony R U-Maiki il -

18.8 HREHEKRE

Rl “webmail BEE” BT P TUEERE I E Y, BIRIX) “webmail B UL 1 E ML
HE, W E A E]T) OA B B W ASEAE B Ty (P e, b W B AR v LLE EEN 0A
B P 1L

X OH R A
B B, 7 2R “ R A o R, BEEAE B GEEEERAS B
Jr R AT F R, R

B S
RS | LEIER =8 1
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s [LmoaEERE it [ARGERERE BT | (B | oAlpg
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X TR R
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1.8.9 KEKRIERIG
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B A IENRME RS
T3 BN ERRER AT EREERE
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BB R [uTFe @ih) =]
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PHIX A D REALFT LA B B 59 % 5, (HUZ 58 B 23 3 AR 22 1) LK), SR 2 S A % 0 e ) P
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%ok webmailo. H POST J7VE4RASH " 44
MAEAS R http://test. com/webmail/oauth. php

.
{form method="post” action="http://test. com/webmail/oauth. php”>

<{input type="text” name="username” value="test@test.com”/>

{input type="text” name="auth key” value="sda21s32”/>
{input type="submit” name="submit”/>
<{/form>
LA R HE S EAL I 25 8 5 Fe L HBHE AR, WA iEHBHEIR (A1 40~ XML:
<?xml version="1.07?><auth><status>ok</status></auth>
FoRINUERT, W 7 B 808 5% webmailo. GXANTHRESMAL IR TR Z B, fihjg—
NGB =78 5k webmail D)

1.8.12 BEFjeEH W L7 el
W BEH T s — e F B HE, IR RTE WebMail F4if0 by, J9fER /Y CRi LG
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B E S :
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SEREHAE: | |hitp:ivens.comingehing.com/ 1L bitbpes £/ 2

REERER [ —————————— " s ik

==

LY IE
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U-MmAaiL®

i | = B LIP3, test ¢ tH B 2011-11-05 11:47:29)
v i O U im0 SEEaR ERERERIRSE 100M [
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« EIEORERE
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jﬁ@" R . bl DI E BRI LS 6 0] DO E AL, 38 n] DLRCE A /0 2 R
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B R 6 10T T )5 3K
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2) FE OGS UUH” HRBIF AT CEELRE R,
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. fxwEAE: [ 5. PP AR RRIHIES Bor W ebmaileh SRR T ke A AL

o PREAELE
. HEE REDTEERET ¥ 5l SEGRRAELET ERANE i
o BEXESTR
« BEUFEE FERREM: | eric@comingchina.com

FREPTR

XS B ABTCE RS R CGRE T HRHL, 2Ol RSk I
X ORI EERAE R
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FOEMRAR P (TRR 102.16.°." MEER)
| i

il

@ Judl Bk
A AR I R AR T IR, AR T 5

#F HiH
T R e
ZERIRETRE RAS RIERMEASE “FHEE" BT EERTHETRN(RE E
A ).
TSR SRS N Loclg\\LnDomain BET.
¥ i g7
s Ha R P
[ i
ez
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® TR GBI
S 17 SR A A P T A R M P 25 B3 10 S, S P e AR 1
e AEIE" B AT AR TP HubH(R A7 H & 1

1RTF HEAH

b s R T T FIaETiEisid
Rt b AR AT EIST P M HRETF AR 6t

I B SRS

. BEEETE “HbEr iy

=i

| _>l;I

IFE IR EBSER S 15 47, 4T 75 “T-FF- RFC 2821 MIETILIFE{T- & SMTP iZiE
AT AT S R

4.6 Brif R uEAS

1E “RGAE M a6 A Lo dch “ B msER pEAs 7, HLIRAR S b S S R
RS DU SRS IR “DNS-BL” M “Bi IR AEREIE A5
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BEFE U-Mail, E#¢

N
=

=]

1
ala]

Jit

U-MAIL’®

s HABERET RS
o HiBEREFEERR
o MHERSE
o B:E8 (Bsh
o BE8(ETE)
o BEE (FRbiEA)
o BEE [{FWEMHA)
o BEE (BrRiEE)
o JETI

» DNS-BL
o Fil
o gEE
o HET

o BARERrHRERE

4.6.1 B HRAETIERS

@ LI g g R

BRIN R g 2 7, WURBIRAEAFIE 2, FRRX A, WE 8.0.
AR FN A LA (RT3 WS AE 52 A BB, WITH X AN M, WBeE: 12. 0,
FE B B AL IR AR .
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NSRRI SRAZ IS A 73 KT A5 AR BE € ML, KA b R
S /N TFAE MG TE B A AR IR R 123 500 RS AT AT M A4 AN A 1oz 35 g
(G

¥ SMTP WRLF#AE, B0 sdE T X:
N AT HISEF Tan SRAZ 00 K B A 40 e B4 TR L W A8, B EIGZ IR . &
0 RoRAKEATEL

¥ lgoN SMTP 20l H b i e A g )
Ja kG B AE SMTP H & Bos.

D oY A
R AR P Ry b S SR, 2 AR Sk b e A B AR .
bpsttities mgt

—BEATIEET
[Ca=liebre oo e )

U-Mail ) “SrBapesdigat” 08 Bl SN HIT 3, , ﬁﬁ?@wi‘iﬁmﬂf*#ﬁﬁ
WERE. BEARGHMTEMIR , ML REE N RER R PR
T SOrTHE AR

IR EERE S EA T ST L T EM A R [10.0 (0.0 - 500.0)
SMTP BEHIRIE, HEGERRET |12.0 (0 = naver)

<= 2.0-FREIE2 - BEMESIRE

5.0 - FRE, BRIERETES

10.0 - - FRBRE - FLERRR A AIE T, B RRIERREIRE

500.0 - FETIBEHFHE T Ak R AR

¥ 27 SMTP &A= PRBEREE

I™ Send heuristic resufts ta SMTP clients
¥ Bt S FRARITN SMTP A ah fRatn:
[T 40T SMTP 4TRSS MEABTHR

HTFEREER . SMTP § MR TR E A MBS 200KB HIARH: - T EEAREE TR A i
PP TIE.

EEE [TPAnT]

RETEH AT TR

filhn: [***SPAM*** Score/Req: _SCORE(0)_{_REQD_]

_SCORE(D)_ =¥ MBIAEMIAOS 88, REQD_ Slrffniir iRapHERsIE 8.

® Uiy

DUH-Jr 73 St — AN GEvt o7 ST GETH I R, SR 70 A7 A6 T T PR 2 35 S R = 452 IS
P, BEAE I TE), SIS P SR M ) SR R BB A o T LA Ay 57 SR IS A R A % 4 7 SCA:
FArfit . WA E R T)RE.
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® &M (AFD

RS - M
E O m

— Bayesian 452

Bayesen SR~ iz, SRR LR, B TR E_ETARa AR
tF, BEERTE, b A A R A .

I BR Mg
Sh o A O AR SE S B R S B R ST

¥ mmAEne e

AEMUEEA~EE [ M (0 = never)
FEIHET 0000 % (0 = no i)
¥ BRI ham £k

bR BORR MU A Ham ST

T EAVIIAHE B R (e negatives):

|C:\urrﬁ|F\Pubhc Folders\Bayesian Learning.IMAP\Spam.IMAPY
T E ARt B RAEE (fake positives):

IC:\unﬁiF\Pubhc Folders\Bayesian Learning.IMAP\Non-Spam.IMAPY,
EF: SR RRR WL R P E R

IR BOA BRI,

® HA4H (o)

iR ftES - gAFARER

g7 B

—S=haae
;E%E P HAMFEERE AT/ REH. kPLTE T EERERALET (2R
=

I st P GERR L R R U SBR 5
¥ .. {225{FR SIDF & DKIM JaiEHbteT
I P ap R E AR
Lk PR TAMR , QMR R A .
[t P s B H
FoBERE ] whitelst@ SHSIEAREAY S A A INE 2
7 {BRIGE BHRER Bayesian 31F
U-Mail ATRAISERILA B35 S EeiRite » MR RS S AR At IB et o

FIL B FER PR L ik (1 B0 S T IR D A b, 335 2 L T VE A, TR

s Lk,

MRS ER - A5 %

BF O i
# Hril BRI IEEE R ST R
#
# ZIUMH A RTEE AR T AR AR LB R R E
#o BRMEEI— IR ELA I B
#UICHRR—IT, A GeRERARFHTIE.
#

# MBLIFHIEERS (ERE—ME) BoikE

# 2Ll SMTP RCPT {ZHMEMTIN. MELIEET "From" 1EH
# Rk, BAAERE L From" fRLE

# LUE SMTP MAILL {53 {EM E#T Il .

#
# RVFEES 28— ST %E-

#

# 2.

#

# *arvel@comingchina.com™

# From *arvel@comingchina.com™
# To *@arvel.comingchina.com

# Reply-To *@server.mydomain.com
# Sender *@list. mydomain.com
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® A4 G D

NSRRI “ W Al eSS, 2B AL BB o BRAR
R QIS C D X IR | B | Bt =T N VA QU /S v IR Shaic W1 Il I WY S B
IR T B RSB E B, AL IR OLR D

HEHhdES - AR

frir W B

FREFEEER RSO RSO RO R e
# Custom U-Mail white list. Enter your white list addresses into this file.

#

# White list and black list addresses are now file-glob-style patterns, so

# "friend@somewhere.com", "*@isp.com", or "*.domain.net" will all work.
#

# Multiple whitelist_to entries are ok. Also you can put more than one

# address on a line like this:

# Whitelist_to *@microsoft.com *@*.comingchina.com

#

# Bample white list entry:

# whitelist_to arvel@comingchina.com

® A4 G

ANTHIBLEAR, R AR ANl FEREBIR A, 2B A BB BRAR
BESRMAT ( oEARR A  w, k B IR I PR -IE T BRI < UL A4 S E
L T B RSB E B, AL IR OLR D

WRIFFSES - AER

wF @ Wl

FEFERF SRS F SRS A RS SRR R AR AR A A A
# Custom U-Mail white list. Enter your white list addresses into this file.

#

# White list and black list addresses are now file-glob-style patterns, so

# "friend@somewhere.com”, "*@isp.com", or "*.domain.net” will all work.
#

# Multiple whitelist_from_rcvd and whitelist_from entries are ok. Also you
# can put more than one address on a line like this:

# Whitelist_from *@microsoft.com *@%*.comingchina.com

#

# Example white list entry (with Received header domain check):

# whitelist_from_rovd  arvel@comingchina.com  altn

#

# Example white list entry (without Received header check):

# whitelist_from arvel@comingchina.com

® WA GRR%H)
NSEISPER, BISRMOEE “ RPEA AL AEBETIFe TR A A B . I L
TR PR B e i a7 e BB DR 4 B4
BRIEPEE B4

w7 W HH

FRFFFFRRFFFRRFFFIR R AR AR R
# Custom U-Mail black list. Enter your black list addresses into this file.

#

# White list and black list addresses are now file-glob-style patterns, so

# "friend@somewhere.com", "*@isp.com", or "*.domain.nat" will all work.
#

# Multiple blacklist_from entries are ok. Also you can put more than one
# address on a line like this:

# blacklist_from *@microsoft.com

#

# Bample black list entry:

# blacklist_from *@test.com

-174 -



]
U-MAIL FEFE U-Mail, 24675 5

® LT

T8 U ab B AR BB, BROIAERE “BrRaRBLMR A H fu v L4k g ) 5 ik 7,
L3 S AL EP %5y [ S=1 A v 1 i v 1 ] 5 /N A SV o S b v B U T
WA BN BCE R AT

#F W HH

— Mo TR
U-Mail BB R o S 38 G PR S AP A AR SR T o

BUE Saetili g o et g L g P e il il S

O AR R
O KGR HRE B T AR PR T 5

W EXH postmaster B HEATHE
O ARSI A R

i
NS BEATAA? C& OF O

TREL TR 7 HE V TRRERINE
Tt 100 kb (0 = up to 2MB)

T BRI R P AP SR I
[

MRS 2, MU0 5 s 1000
MR 22, USRS 00 1000
B DHS-BL ARl . S BT RApE 5 s

;

4.6.2 DNS-BL

® il
DNS-BL RS R 44 B, 32— IS BRI A IR e A o, ] LI a5 P 6 o e 7 B 4 2 45
FEAL(R) RBL Hids e kA R B e o Dl H 42t 2 FH IR e B 41 2R - spamhaus
N A R A I — R
1) /2t “Ji 1 DNS-BL #if)”
2) DNS-BL EHL# %I zen. spamhaus. org
3) BLRFIAHEE4 N $IP$ listed at spamhaus, see http://www. spamhaus. org/

DNS 2% (DNS-BL)

—DNS-BL 41
" BR DNSBL &4
DNS-BL MR » Seabrishrrt 1P MR AEMHEET .

—Ltb DNS-BL EFFUARD LTI RERERS GEL:
http://www.spamhaus.org/ organization/dnsblusage.html in the case of
zen.spamhaus.org) . IORIELEMESRT ONS-BL 3, IFSHAM DNS-BL, i
ATEECES DNS-BL THPH LRz,

SR FAIENZ ~F, B SRR HRIRERE A B, FE SMTP EEASGE.

DNS-BLEL5: |
Eemm: | il

|
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® Hum

EICA LR AT DA B AN 1L DNS-BL sh/E 1) 1P ik

B W B
# DNS-BL B

#

#iE I T T onseL TS P L.

¢

#ErEAN PLE 127.0.0.1 FRERBEFIER. AT
¢ BRETR AL RRFI A B2 EH P B BE
# &T DNS-BL ZHEHFER .

#

# ST AT IR AL, B iR AY bR

# Tiv DNS-BL B ERHES.

¢

#0180 127.0.0.1 8 192.168.%% ET—%.

127.0.0.*
192.168..
10.*.*.*
172.16.0.0/12
® LT
X R 485G T DNS-BL FIREH, 154l BRI B A

D

—DNS-BL JE 1

[T &2 SMTP HiXen “Received" Rk i IP

PREEE Received' B k: |ﬂ— (0 =al}
BRI “Received iRsk: lﬂ— (0 = none)
B e B AR ER) “Received WPk '1_ (0 = none)
[ 7 POP3 WetilF P45 ‘Receved' iRakddy IP:
PR ‘Recaved HHsk: [ =an
TR “Received Tk: [ (0 =rone)
BT ER ) “Receved Witsk: [L | (0= none)
W s EEEBHRE SRR, BT Received MRt
WAL ERA S RAIETMALE £,

@ ONSSLAT FOERIEAE B wiEm P

™ & DNS-BL LT /RFIb3— B DNS-BL

[ SMTP JR4t SSRHTEW A A S 5 P % SRANHE

T 3L A Mg cRaBp REE

[ BahitiEss DNS-BL FLEREIR Fgt IMAP Hrabbie i 3

4.6.3 bR R4 FEBE
T IS B S e A S ek, S e S 37 S S T B b o (L 3K s 2k bl 2 AT 40

Begs SEBs B, BUAEEAE IR, 2 —DBaBE. AR E) “ 8RR E R RE 4 5 3w th 21 )1
ST S A2 20 SO
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BEFE U-Mail, E#¢

N
=

=]

1
ala]

Jit

B R B

w9 R

Rl

SURHBHPERE R B F AT » &R MRt LRI S 0l
SERF . R EREERD A PRRRATE P B E TR B . 20R—FIR

il MR A S T IR R AT AR

RN R TR R R AT RS R AR e PR SRS

Iy it

W i P RTSHERERS
EERFLENG?

4.7 HEMEH
E “RGEHE S5 m

4.7.1 U-Mail B304

KA T H&ESCH, TUESES N, BEiES% “U-MaildL i b AL

&

B

Tl g H AR E S

g

&

1)

A AE U-Mail H &S

N
H

Y
B

BAS Y PR PR ---1.7.3 HAG(E R &9, XEARL T .

&5 0 TE

HExH / % BB EH

20110409-php_maillog 187.8K8 2011/4/9 17:03
20110409-WebMailog 194 KB 2011/4/9 17:03
20110410-SMTPFiter.log 114 Bytes 2011/4/10 0:00
20110411-5MTPFiter.log 114 Bytes 2013/4/11 0:00
AccountPrune.log 185K8 2011/4/11 0:00
ListPrune.log 590 Bytes 2011/4/11 0:00
Monday-alllog 271 Bytes 2011/4/11 0:00
Monday-AntiSpam.log 276 Bytes 2011/4/11 0:00
Monday-AntiVius.log 277 Bytes 2011/4/11 0:00
Monday-BIS.lg 271 Bytes 2011/4/11 0:00
Monday-Content-Fiter.log 282 Bytes 2011/4/11 0:00
Mandzy-DKDKIM.log 275 Bytes 2011/4/11 0:00
Monday-DNSBLIog 773 Bytes 011/4/11 0:00
Monday-DomainPOP.log 277 Bytes 2011/4/11 0:00
Monday-IMAP.Jog 272 Bytes 2011/4/11 0:00
Monday-MDSpamD.log 275 Bytes 2011/4/11 0:00
Monday-Minger.log 274 Bytes 2011/4/11 0:00
Monday-MutPOP.log 276 Bytes 2011/4/11 0:00
Monday-Outloak-Connector.og 285 Bytes 2011/4/11 0:00

4.8 T4y

1« RGHFTIR A A7 e At “VERS”, BT R A
M ——
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FHIUER S U-Mail FE4E EISRAE B TRE
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1. HR%-5E U-Mail F2 BisThRe

TEIR A S AT F A R GHTALIX, A “U-Mail L8R &, LIS A “FERL
PR, “LELk R RL”. “4 1k U-Mail HBLERS” 2%, Fiigh X Lsshfg.

FEMR AT
BhEE R RIE
B R
HEERS
HEEEEES
FEEES
B=hBah
S 1EU-Mai 1R R 5
BARIEEAASEER
BF SRR E
BRftEEEE
EERTHEER

ST

T U-Hail
SRR

1.1 M AFRT

il “U-Mail FEELEbR” 2EFE “VEN/VERT7, FTOT “UEMF U-Mail MBAFRGERBLVFA]”
A, RGNS Lic MNP e, Sty “y ™ i S L RIT, ) e vl 2
G0l LR VA7 NI DA G B 5% N2 & 21 B 21 TR P (| N <

o T flv-Eai 106t RSB RR Al
AR A 2 A
iz : E 1| == s
s SARESEANERAA , SR
fEfft R i A3 -
e akst i demain. com
FERFRIS 20FE-F2C3-A915-EAFF I=CF P . 100

A FEEIMARE :  2012-01-25

s | sosmEns | Bl |
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1.2 WimEERBUR RIE
(CUS IR Pl VAZ TR (U5 2" & L= AN RYI) SRS 1S Nk 5% N2 21 1 A TR T A i SpU R i B
WA “U-Mail FEEEEIFR” 1 “Bad RERBCRPRIE” 220K, AR B .
=l i s T

1.3 BHRA

it “U-Vail CALEGG” SE8E “HHRG”, HTF “U-Mai | HBPERAHH” 10, 3o
HSGE TR TR “ T8 0 ¢ s, WMBE < HEh” 5 U-Mail & HEIER, 1A
“TEUR ST H L AT T80 1 2 5 R

b R R AN, “BUREH . CERIRA” 25

@ U-Nail BEPFREEH - [Fover By U-Naill
ETER T Bzh EiEE ez
BRE#:  TE 2011-03-12 00:38:34 FoRE
BHRE D FISEH  Saturday 00:47:57
RG] [E2E [ED | 8
« 2

1.4 BBB/RAERES

Al “U-Mail FERLEbR” 2bHE B/ REE IR G, ATFTIPHN R RS 6 .
HERERG
EEHEERE
FREERS

1.5 B3E3h

A “U-Mail FE8FR” 88 “A3NESL7, A8 Windows I, U-Mail ¥4 Hshiz
17, BOAWEZAsR .
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1.6 &1k U-Mail B3R %

d ki

v BEINIFDONSET » U-Mail BENETT.

Frihi “U-Mail FCHRLEIbR” JE8E “45 10 U-Mail BREERSL”, Wil U-Mail HBFF RS, W
HeFE “JRsh U-Mail HEFERSE”

HIR U-Mail WATHl “U-Mail FE4¢FIbE "
LN 1R AR

1.7 AFIEHIIRESEHE S

il “U-Mail FERLEIFR” eFe “ BAFIABEARSE PES . $TIT “U-Mail BRSSP/ RS
A WO, WTUES CURES . PR CHEERT M CRT A,

5 U-Rail RIS/ S EER[Porer By -Haill

TTEhA]
L EHAR
L EAT
(AT
- R

TitER

228

| it A

1.7.1 HR1BASY

X OIEFERNA: KBNS GRE) REEAEBAS o
XOARHIBAF: FORFINES CRHD FIEEBAA .
X HRBAA: IR SR AAIE AN RIS R R S, BEAFEARBAAY, AL E K

XOPRFFBAI: S SR i A AL D s M AE A B R o R LR 4t

ANAZBABI, FEA BB ERAE,  E A B PRI I -
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1.7.2 HPER

FERX RV AEA, AR RS NI IR S 15 R, T A% “RIP 48K “.7
MIEIRAL <A1 “ CITlIA S ) A7 SR, R

£ U-Nail BARIEE/REETER [Forer By U-Naill =] E3
mRERAEl FPER | Be | 2T |
= RPER BFET | #rEET | A EsEE | Blﬁfth‘l'ﬁ | ERsrE=R. .. [ 8
[=]- domain. com aza aaaldomain, com demain. com 1] 1C
L HEAER ddd ddd@domain. com domain. com D u} 1C
[l el zgg gzglddomain. com domain. com u] u} 1C
L JSEhER 111 Ji11@demain. com domain. com u] u} 1C
mmm mmmBdomain. com domain. com u] Jul 1C
he3s) ] prpi@domain. com domain. com u] u} 1C
=55 sss@domain. com domain. com u] Jul 1C
VY wwviddomain. com domain. com u] Jul 1C
TR wyyiddomain, com domain. com u] u} 1C

1.7.3 HERER

HePe “ HAEFR” IR, 7T R EIFE, sl 9797 HAE” el DO F4TIT H &S
SCAF, AR DU B H S H e Z4TIF GBSO, HAEAFE H SRAE umail\Logs &, T
M2 — I H &S

HUHail BAEEREEEE [Pover By UHaill _ (O] x|
wHUs | Bee BEER |xF |
Al | EHEW [REA [ L
1| 0
‘ nFeE | or |

% php_maili.log: PHP f&)7 AP H &,
% SMTPFilterlog: SMTP #M& gt H .
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c

WebMiail.log: Webmai & 3% H &

AntiSpam.log: B BAFEpERs H &R, 3 AN PEo HLIE S A it 8 s i AL BEAd 5%
AntiVirus.log: 8RS H A&, iR g BRIl R

Content-Filter.log: Wit yEes HaR, WAL IEZ AL BE IR 05K

DKDKIM.log: DomainKeys 5 DomainKeys Identified Mail (3844 % G1AR R BEE) 1550
DNSBL.log: DNSBL i3

DomainPOP.log: 11 {27~ DomainPOP %3],

IMAP.log: {ESGIEII-R_EAd AL IMAP s i BB A 251 o

MDSpamD.log: %1t Fir 43 e S 3 M A5 )5 o

Minger.log: %75 Minger 45 #8155 .

MultiPOP.log: i~ &7~ MultiPOP BRI AR5 50

Plug-ins.log: {4 H &

POP3.log: 4H /"] POP3 P U-Mail WAEIBERT, S IbAbid % i%i% 5.
RAW.log: fFIiEIi-£ Fidsk RAW i &G4 it misf3% 5) .

Routing.log: it U-Mail f##ir (1 RESF RS B 45 B Qe N AL e 1D ).
Screening.log: SLIETI R BN %1% 5B BERGE S -

SMTP-(in).log: MLIEIR F R AT SMTP Wh i AN 2 15 31
SMTP-(out).log: MEIEI~ i sATH SMTP WSl A7 il 25 155 5l o
SPFSender-1D.log: 7R K AF NRISHESL 5 N ID &3,

System.log: &4 H &

174 RF

HePe “OCT IR, RPN RO A

1.8 RSN R BRI

Arili “U-Mail FEELEIbR” £ “ MM LR, W AT B M ACE Y 25 22 AT 22
TEH. HIOAEMS S LR, BEL AT ORISR ik
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B ralIgEERETa = E3
e =C=E alETER

cecldomain. com

PEFE U-Mail, 5w

=]
=] HA

aaafdomain. co

m

=0 £
ilE

Fen bl

eeeldomain. com
fffidomain. com
gzgidomain. com
hhhi@domain. com

mez |

mrmmuze | %F |

B |
SRIG I B R b 222 “U-Mail 2%

a7, AR E L ERIES %
http://www. comingchina. com/document/umailissuanceofaudittools. pdf

1.9 MHEERE

At “U-Mail FEELEIbR” REHE “HBAFLTWCE ", AL ERIRE HSAE h AR R i b4 2 v
3. EAMURZ AT, BT RN RIE T 2B R CRTRERA T B ORI, W
ARG 7 2% A G T PR A5 L), 3 AR (RIS A e 380 22 3 —FE (s £

LA BETEE, sl COAFIFR L WIS,

o Bt EERE
B B
AR - Iaaa@domain. com

aaaBdomain. com

MERERE |

th, BahER.

CEPEE < HEE # [90
~ RHEHHEE O ZFEMEE

FRIFHHE L |
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1.10 HH AFLEE

4% U-Mail, 264855 i it

Al “U-Mail FLELEIAR” 2EEE “EH IS EE”, WRIEE “HWEHES (adnin)”,
“HEEHG S (adninistrator)” fl “REEHIG S (system)” [H24L,

BEEERES X
-EETE
HEER |
B EIER ;|
REEER: |
BEEBLALE TR EES
BEMKESDaTTH.

Rl

1.11 —A&HnAERTHE

BEDhfe 2 T “HAE U-Mail MEPFRS” I A0 ib i, s @ 4y U-Mail et

i “U-Mail FERLEIRR” B8 B0 /A0 TR, SRy ks “F 1T
#07 BCABEG GERD” R 0EUE SRR DI £ “ RSN B SR A s
B Ao b “RGERCEMSE R 2k S MECEE R, CHEEEEE T AL . WA
SERURTRE AP SCAF IR AR, il “RAE” A HLRIAT .

# U-Bail Enterprises Bailsysten@EE&0T M= E

& FIEH
mEEE T [(FTEH] FaET [RE] =68,
MiFSE S ETEE & s

 BahEis
B=biE L T i R B TR & 1
stetiE: [T 093 =
EinEfRRE - IU E (#fi = X
TR E AT

HinEHEAIEE - v FAECEWSER [ artEs
TPRLE {0 SRS -

| B>

S BRI AT DL R “ ARG EK S5 7 N “IRPREE A Horp “ RGERCEIK
AR RIKSMEEMFE, USSR RIS . BCESERETRE w0 ST
HS” A A7 U e SCPF H %7, iy “BE” Jl BT
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¥ U-Mail Enterprises Bailsystend3EEE
rESEg2ER « |V RAERREWSERE [ dREE
LR F
[E:tunailbal Bl |
IR TR S PR B
Jo:t B> |
R ¢ YRiEEE SE R R R |

1.12 =T U-Malil

Arili “U-Mail FEEEIEIAR” LEHE “RT U-Mail”, W& U-Mail A E.

1.13 BHEHERF

Al “U-Mail FERLEbR” 24 “BEFERAEF ", RPN U-Mail FERL IR

2. HintERIP T H

U-Mail $24E “Huhb@ 20 T 27, a4 « bl iRk ” [0 3] OutLook Express. Foxmail
Fl Microsoft OutLook 252 F i ()38 T 5 o
HARE: http://www. comingchina. com/document/umailsynaddr. doc

3. U-Mail FEERFZ TR

Arili “U-Mail FEELEIbR” £ “ MM LR, W AT B M ACE Y 25 22 AT 22
TEH. HIOAEMS S LR, BEL AT ORISR ik
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U-MAIL’

4% U-Mail, 264855 i it

B -l T EEERETA = E3
e =C=E alETER

cecldomain. com

=0 £ Fen
ilE

eeeldomain. com
fffidomain. com

gzgidomain. com
hhhi@domain. com

bl

mez |

mammnze | xF | Ew |

SRJE R U b2k “U-Mail EAFREW % 7, HA B LRI S 7%

http://www. comingchina. com/document/umailissuanceofaudittools. pdf
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BRI U-Mail RBIREEFMR

- 188 -



]
U-MAIL FEFE U-Mail, 24675 5

. WA GREFEIE

“ORBETILIE” B A L sl R TR 1 SR SR I ??XLE%IJ%D&IEHJB
o WlBPEP L “iRRE . B I1. AOFREE BANM S8 74T, W] RUE S B A b 7 1 Ik
FOXLEHRAE, R e AT S A B S R A o

VAN TN O B i 0 B8 5 VA o — 5 B {58y SR IS 1) - R PR O B 5, T AN B 2598 o — £
WK AT, e “2il”s

Bl 1 ILPESISPEAR RS YRR DD BN PE RO TELN AL IR T

(D FITFRSGEH )54 http:/mail.domain.com:10000/ (domain.com # 1% H C [1)45,4%)

(2) £ “&a” HHlPFIT “ AR /)ﬁ%%”

J Wﬁﬁtﬁ%&! R LiEE JLE_|

DNS Bre MV BEMETERAN D

SR SOFL

S BRI Osiz 752 O D =4
BT AR PR s

th§s A ML

(3) JHHFF “Bra”
R LOCAL 2416 Al 5 AROROR HilEfY:, REMOTE M4t 2 A5 41 4 i

R AN BB A o
A $U-Nail Webhdnin — FRHIEE
Higr O miy
—HmET
& |
& ERE.
7 f0g From hag 2T AR e
[ mEToLas [ M ERe P EEER AR R
[ imergtams [ fahirth STt B
[ mecclas ™ BhetilE m )
[ 108 REPLY-TO 285 |7 s
[ mERPAEEYL 1 %EE [T gtk P
[ mERPEEY 2 %8S [ Em—4dEs
[ inRAFEEY 3 LES [ FyRaLme 1 Jlepe
[© inRAFEEY 4 LEE [ iy RaLmE 2 Blpe
[ inRAFEEY S LEE [ FiF RaLme 3 Blpe
O ﬁnéﬁﬁiﬂf*IEl‘E@ﬁ - [~ WER— e E 1 BIAR:
- FY Y] — g rhr s TS O Ichr ik
—IRIRERATERAE » IDSRAR DS EhaE R IR TE S 1
Fr P S MR FE LOCAL & REMOTE BAR

(4) 75 “HHR” b B E i 2 A% K
T AT XS “ R BEEL A
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U-MAIL FEFE U-Mail, 24675 5

R $U-Hail Tebidmin — ARAEIE

25 © By
— L5
& |spar|

— .
[T #0F FROM S8
M mEToLas
v inREEsLas

(5) wiahi “W&” IER, MATHH GXHEEA YRR WD, #aid “asn” #Hf

TRAFAZFI o

IR ATIRE » I0RAR EEHaat e MR ES E —
[ R LA BIAREFE LOCAL & REMOTE RARY

INF L SUBIECT dRiEsl &5

AR $U-Mail Vebhdmin — ARG

H 5e O mm

EEMET R RN EE TS
BERTFHE
fi#spmh Bl

SR ERT AR R TR 5 LR EER):

(6) 75 “#pfF” XHLEE “MIERILIR 1T

T A PR RRARi
T =
™ B S

(7) Ir5e)a nidith Ay, BCRWT:

S ESSUR, S

j mﬁm@%&'] EEPE | IEE | B
N S e SR S

Q gz in e =i i
ik
¥ spam
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U-MAIL’

= B

=]
=]

ala]

Jit

HEFE U-Mail, ke

A $U-Bail Tebidmin — FTTHEHE
H i © my

—#)E3

B |spam

.. —ERIE...

[ 08 FROM SLELE =1 | e b

[ B ToL8E [ A\ beB i FE R B

W nRt s [ ghir BT B T

[T B ccdas ™ B ELE v -

[T 308 REPLY-TO LEE

M wRAPEEYL 1 485
M RAPEEY 2 k8E
M RAPEEY 3 4E8E
M mRRAPEEY 4 48E
M RAPEEYL s &EE
" SnRaptEras

| P T RS

I ik aEan

I© Shisfseais TR P

I En—adEs

I & L 1 Bispe:

™ & BL e 2 Bispe:

™ & BL e 3 Bipe:

I BE—i-eL T E 1 Blde

— nmr:

che il o T O Irh Ml

 RINFAATERE » IDREMT EEEaha R Mgk = Lk
iz FR LA MU AR 72 LOCAL & REMOTE AR

N SUBIECT MRtk S5 Eselh
L FEE HPRRE

2. HAHEE

15 “HA R TPRCE A A AT, SRR HAE AR, AT b IR EOR
Rl o R IUTR B A4 SR 25, TR T LA AR 2 )
U-Mail A4 503 B “ A% m CAFEAD7 “AAH (D" f“fmg 5, L

W IR “A%E CRIEN)”, R AL A 6.
BEE R NIIHRFE, Wk N2 aaa@qg.com,

A CRAFAD:

RER AT LFARNS AR AT, AR HEAT S b Al

EEAINCICIIOF

RN H A

BEEAIEIIAS, Wik E test@domain.com (domain.com k% A

T4, MR HEE R R4 test@domain.com F B A& A He

HEAT S B A
FAs: ERWAES, —BAEAEA.

B 1. 48 qq WERTIIA ST A2 5, BILLS g MISHT A6 M2 umail Ik ANREAT S b

PRECARAG -

(D FIFRSEH )54 http:/mail.domain.com:10000/ (domain.com # 1% H C [1)454%)

(2) #8 “@a” FARITIT “hiRiBrELugds 7, JFiEsE “rA i COkfEA)”
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]
U-MAIL YEFE U-Mail, JEFERSH R
v

s ~

DHS EE& |Em%#ﬂﬁ%|ﬁﬁi|mwmn|m%|EE$|%5$|
HuimanA iR \

S F A [ &L

Lo B AR Rt e #############??###############.###########-
e i Custom U-Mail white list, Enter your white list addresses into
Greylisting # White list and black list addresses are now file-glob-style patt
®IaEw [ RER P # "friend@somewhere.cam", "*@isp.cam", or " .damain.net" «
Hutikdm #

(3) 7Egw%E X 354 N\ whitelist_from *@qg.com
VERE: A RTTREENS , #ARUERAER, RN T A A
B: * S AR A A, W @qu.com 47 go.com B4R KT HSA

(4) riihi PRAFFEHLRN AT
AR DR RCERGEERMARIEA . R, R DR R BT T, W m] LAEXJ7 4

AT IMA ST 42 Brh, SRR S A AR A4, AR L I IRAF A
2 b AR B b S LA A DU o

3. EXMgH

AR SRR < Ak Rl ISR AZ B, IXFER A EGZ “ Rk KAk b ik
Sk ] 2 e B B (B OE RAEN. (3. http://www.anti-spam.org.cn/AID/795

%1 1: 4 bgf@gsdgfdjdyu.com A £ B 42 5,

(D fTHRGEH GG http://mail.domain.com:10000/ (domain.com#% i H 2 113k 44)

(2) AE &7 LTI “ BB peas 7, ke “ R p”

U-MA “_0 RopH L BRR

HEdiEs | EIE?—(EiiJ)l EI%?—(W*‘FJU' BEHESA) |

DS BE8 | HEAR AR BE SR | BER | Bayesian | £y | HEE | Bga|

HriBARHT SR ‘

BB R L L

SRR T EE LS T EEE LTS EEEET T E LTI L LTSI EL LTSI LSS LN
S {2 ML i Custorn U-Mail bilack list, Enter your black list addresses into this file,
(‘Ere\,rlist\ing # White list and hlack list addresses are now file-glob-style patterns, so
IBINEE [ R 1P # "friend@sormewhere.com”, "*@isp.com”, or "* .domain.net” will all work.
HEmR] #

4% IP Rk # Multiple blacklist_from entries are ok, Also you can put more than one

= # address on a line ke this:

e # blacklist_frorm *@microsoft.com

=2 ¥

SMTP 3RiE # Example black list entry:

B ERIHR # blacklist_from *@comingchina.com
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®
U-MAIL 4 U-Mail, 36 5680
(3) {E4wiEX % A blacklist_from bgf@gsdgfdjdyu.com
R A BOIHANE IS, #PRUUERER, n T AR &A%
B: *SRntREI N TA A

(4) mii PRAFFEHLR AT

4. BRAMEEE PF2HLEHD

XN R CRIAMSCA IR AT ) BEAT PR, AR ME . 178 R A Uh BB I 70
{6, WPASE B R R ME e ERE T T DL sh & 25 T 2

R R Z BT, B R A I A R R, iRk 8.0, MR Z IE
WS A T, W BGE ME R i 12,0,

(D fTHARGEH GG http://mail.domain.com:10000/ (domain.com#% i H 2 113k 44)

(2) 8 “@a” FABITIT “hiR B ugds 7, ks “ R ka7
E=
A H M IR BCE M M D B R, SR N L spam AT
B: G ANME: WS BRI ME, AR

BRI Pt 2
BEB(ER) | BERMRHA) BEBCEHA)
SEMETES | BET | Bysin | FE | D58 | BES |
w7 O ma

—BERSIEE
M BREETHRETS R4
BETSIERANANREI. SERMANENE TS — T S8
Rt LARARS, RS ST W (0.0 - 550.0)

SMTP BRAHIEIE, HEREE ST |12-U {0 = &F)

«= 2.0- FEFEE - BENEEIRAE

5.0 - f22%, BRAEREAUER

10,0 - - FEREnT - FL BT Gl (BRREAEIRE
500.0 - FEaRRH T UL AR e

5. DNS BB 5 (SERfEZH)
SEI AL LY FR RBL, AR VRS “ FLedl gl L 4E i S A4 s E . i
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®
U-MAIL FEHE U-Mail, T4 5 %
DS ITI SR, 6 BRI 1P M (st o 6 30 B, 0 (M
W R IEAI K

A B N e TRt “ Spamhaus [ Br s BERZHZ 7 RN« [ e b 4R 7, R Ty
SN FH X AN B e 1 7 v
%1 1: A “Spamhaus” Fl <[ B IR AT A4 PR A

(1) FTITFRSGE )54 http://mail.domain.com:10000/ (domain.com#& #e i [ T f184%)

(2) 7E “224” A4 IT “DNS 245

U- MAILQ DNS E& H(DNS-BL)

e T

O m

# %

ST TaBE —DNG-EL 4L

AR TP F 4R oNeaL &

SR

- BUFBltheom A58 [P MR EraE.

T RER P STAFAEALY —i, EAMHMEREEA BE, FE TP EEm i
Mt

4T & 1P R DNS-BL EHLE: |

AR BRER | i
1P Rl

(3) 23k “J3H DNS-BL £ if]”, #i N\ LIAPIANZHZAN “DNS-BL L4 7 F1 “ B [A] (1) iR
7 FAR I N

(4) Spamhaus 2244 #iff) “DNS-BL 34144 ” 4: zen.spamhaus.org
BLUR A IR BEE H9: $IPS listed at spamhaus,see http://www.spamhaus.org/

(5) HERBIRALN) “DNS-BL EHL4” A: cblless.anti-spam.org.cn
FEIR[A] R BBV E A . mail from $IPS refused see http://www.anti-spam.org.cn/

(6) HEW ERERERIN, i “ORA7” FHIRIAT,
DNS 2.4 8 (DNS-BL)

(x| m | aae
H gz O ms

—DNS-BL =4
IV BF DNS-EL =ih

LT A IS [P i PR .

SHIECFRIEA —AT, ESEER iR A B, FE SMTP EREMRS.

DHS-BL E#1E: |

BEE: |

zen.spamhaus.org, $1P$ listed at sparmhaus,see http: fwwew spamhaus. org)
chlless.anti-spam.org.cn, mail from $1P4 refused see hittp:ffwewew, anti-spam.e
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U-MAIL VEBE U-Mail, JEBERS iR

BOE SRR RAT LG % POEARIAIRLE, TFSEm G 1P sk N T 3B Se 47 3%
AL B A, WL HF.

M- (Bayesian)

DU SRR — P BB REMIBOR, 8 A 32 SHA AT A RE RGP B s, A4
FERTIEAT 2 R IR, SR 5> DU Sr 26 o KR40 20 B LT A 2 R S 55 03 MR SR T
DK S N IR AR, A Ui IR S P PR -4 A DL B4

DU SRR RO A2 0 SR S A PR A T AR A P KOS s e e 7 D P B AT 90, 0591
(3 L

Tk 1 BOY UM

(D FITFRSGEH )54 http:/mail.domain.com:10000/ (domain.com® # 1% H C [1K)45,4%)

(2) #8 “@a” AR ITIT “hiiR g as 7, JFikse “Bayesian” (UL

Ak @) €] http://mail. domaizn. com:10000/main. wdn

U-mall

M e | B458(Hsh) | Elﬁs.*i(l&j*)\) | EI%EE]’#J\) |

OHS BEs | HriB Rt IR R | BE | Bayesian | Fiih=s | =E=1-] | B |

paralii e S N

P ——— H izw O mi

Fr AT R RER St —Bayesian 432

ikidifeale Bayesian %262 — TR, SLBATLIST, BT 4HTHE LT a0t

Greylisting 1, FEEATIE], Al P 2R 2 R SR R T

#IgEE [ RiF 1P .

HitEFsE] :

il & IP Rk ﬁﬁtt&trﬁﬁm%%ﬁﬁﬁ-ﬂi‘ﬁiﬁﬂ#“-"fE#EFH—w—IJ‘I}J

=i R r i ”

P R =t il getncaaa |

SMTP i . Fopn o (0 A

B A R WEE MRS T —inE |D BT (0 = &)

SMTP Z &l POP TE TR AT ISDDDD FH (0 = FER)

-2 55 & DKIM

SPF & $fk A ID I BREABEREER ham EiHE

BEHHES
S B )3 I M AR AR AR Ham SR Tris

HashCash = Hart

gk o PR HEEE T EENL AR AR B FARETE(false negatives):
|C:\umaiI\F‘uhIic FoldersiBayesian Learning. IMAPYSparm. IMARY,
T Bk ARt B RS (false positives):
|C:\umaiI\F‘uhIic FoldersiBayesian Learning IMAPYNon-Sparm, IMAPY,

(3) 2J3k “JA F VUM e 7327 R RpRE A B BE UL 2 3 7 G0, e B AR R ERIA

(4) AE “BE” LHITATIT “HE3ofbk”, Ak “ R HAISER”, EREZ IR
BB RIAT . eI sk 2 webmail 1, LSO L2 T 4 A SCfFk.
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U-MAIL FEFE U-Mail, 24675 5

U-MAIL® Gz S
T | Eeux|amume [# @i

e Her O ny [ EfRm#E

HEIHE

B LB AR ]

P 7% (v =

sy " 8 hrindE 3
B IEE A MAP FPRIAL MAP T3, L. . _
e SENPERAETHE (P Pubics) ;[ [¥ -Bayesian Learning
Bl

agrt T oeEAA. BF. 42, BenEsTtE @ Mon-spam

BpEE SEE U-Mal LB [ Spam

BETH - )

i T BEAHEENERS Ul BPRSEH = e e e

(5) JEFE “ NI IR, AR webmail H RIS JLAN SO v EA R C o G 4

Vil B
REIAK

| sz | A |

Qwe s i 3 ERAEL Bl
MRS / ETHPEE
Eayesian Learning

Bayesian Learning/MNon-Spam

Bayesian Learning,/Spam
domain,com

I o o

(6) fEH P EE ] webmail (s iz, R s LF# 20 2 Spam SCAE, AR DU sy F 805
Mo BRI R
A. Bayesian Learning: — AN EIXAS H 3%
B. Bayesian Learning/Non-Spam: — /] #ix 4> H 5%
C. Bayesian Learning/Spam: #3520 21X AN H ok, B4 VU2 B 30572811
D. domain.com: XSGR AILRY, X BRI R E W] LLE

Fvk 2 fEE U-Mail 2 5 2% 5 D1k

(1) FERU-Mail &2 214 D-r: - http://mail.comingchina.com/webmail/bayes.zip

(2) ¥ ZIP [ 451018 30132 /% 15 1) umail\SpamAssassin\bayes H %, 15445 bayes H 5%
FAHE WA, R E:

THO HE@ HEW EWe TEO #Fho

QFE-O-F | Pax Duux |& 3 X 9| Mm@

Mk @) 5 C: vunail\Spanhssassinibayes

Bfn - | Fooln | 2R | i AER EES
;}?_g._gg_;_ _journal | 86 KB It 2011-12-5 9:00 h
[ bayes_seen 81,784 KB I 2011-12-5 9:00 b
[=]bayes_toks 5,256 KB 30t 2011-12-5 9:00 Y
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]
U-MAIL FEFE U-Mail, 24675 5

i
(3) BRANRGEHGEEG, FIIF BBl pEgs--- V-3 40287 385005 ] vk o g,
-

U'MA“-@ BER e aE e - M-y
Hrx | D mis

rBavesian 2

* BCABHEMITIESE

o fIBARTIEE )
o M Bayesian 552 —PHHIIE, ISR, [ETSTiRE_Ta A RS,
o Do BEEATTH, b R R SR .
o BEECELE) P BRI
BEE (Sl
. Eov Eﬁﬁ# A; ek R MO R SE B A S 3 B T e
o BEL EHEE) P St A
o EI
* DS EEnET—E I 8T (0 = never)
o FE#Hl
o B&E TR T 50000 F (0 = no limit)
o I
s Siti P EREEER ham BRI

£ 765050 BB e T O B AP AT AN Harn 52 107 3%

T EEmEARARY B FAIERT (false negatives):

|C:‘.umai|\F‘ubhc FoldersBayesian Learning, IMAPYSparm, IMAPY,
TR R AR B FRRR R (false positives )

|C:‘.uma||\Dubhc Folders\Bayesian Learning, IMAPYNon-Spar, IMARY
EE IIERHb WIS (R P R

7. K% 5 (Greylisting)

FAF IR M BT NSHIBEE CRCREEI) 5 WA A T3 e
LEHERRE, FRRIERINIE SILRILH RN 1T, WU %% R T i Je
SR T o ARSI 2 B S TR, BT LUK TR A 7T LA BRI

(D FTHRGEHE S http://mail.domain.com:10000/ (domain.com#% & H 2 113k 44)

(2) gy “&a” s, HFTIF “Greylisting” BT (K4 HL)

| R | B M | erewistm] EREE | REAP |
H g O my

—Greylist B

Greylisting BB AN IR RS 88 R IR HER, L/AE LRI B iR SRz T
fE. Bk ERWR TEA RSB SR RS B4 H.

¥ BRI greviisting ﬁl
[ .. ERTRAxE

FERAMR IR, 451 X4 fBTE: |3_

TR LR TR oreylisting SOBEIES: i

FAREES T RS T\ LERERMNEL. HREPE-EREANE o0
ERNERHAERER.

[T % greylisting B804 P HyhbZ 66F MAIL & RCPT 18)
VT oreylist {3t SPF A EBAHRIERE

I T greylist 3 EE MR PR R ) B

¥ F greylist BRE SRR

VT greylist 3 LAFE RS REORRE

¥ FEHRETE P AR R

Grevisting AEFEERH IS PRITS IR BRI A IR R IR
B ERiREHEEE. R greylisting ERTTEVE Internet HiRFRSHEL
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]
U-MAIL JEFE U-Mail, JEHERS SR
(3) 7 “HERWIA AR 451 5 2 KNI DRI Bl 3 20 BRI T, JCE e
DB

(4) BEEXIEAD “HARY, ATLEERRIEF AR Z “BHA4 87 B, AR ZRIEE
FIERL R MBI R A AT “ A48 Dkl .

8+ BrIR MR B

“CRIRHBAERARET BOE B ARBIORE S T H USRS FTEAEH B AR il 7,
Et 41 it@domain.com (domain.com ek H S %) .
I VR TR B B st — W A3 S B A ik 3 R AR & it@domain.com, Bk st RS T (1A
HRRABEAT XA RN CUG sl 2R 0Z R I%E S R

(D TR E MGG http://mail.domain.com:10000/ (domain.com#% i H 2 113k 44)

(2) miih “za” $Hla, IFEPHTIT “hiRBAERE P L

BIRAG TR BE

g O min

— Er B E R

HrAR ARERRE ST TR R TU SR AR AR O B . T LERRM R RO T 1R 8 A
SEREIR P o R IEAAR A RRBT HT R B2 A AR R IR IR —PIER » IiE
HHET A A TR R AR AR

IR AR A M ERETEA R AT LR T A R AR R L B — LB AT BREE | F R BIRRE Sl
TR B R B AR AR RS T S e P .

it@dornain.com

I #Egiz 1P RITEEhS R R 5
EERTELENLT?

(3) HiN it@domain.com J sy “Win” 14, He e REAKE .

9. RIAIEH

BT AL AR AT R P A, TS R AT IS AP Mk AR AT BRAL e B RAE
R A i) 1P Mk PTR Gk 1P Hibibd5 ) (3804, USRI B34 3t
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]
U-MAIL VEBE U-Mail, JEBERS iR
EEATL P ML PTR i0at. 76 H S FedT” F BRI 1 ISP % fiL,
A ST B B PR, TR A B R 200 1P AT I (T,
SURBTR CEIREE S 1 1P I AT O T S FORd ), B4 et

(D {IFRSEH 54 http:/mail.domain.com:10000/ (domain.com® # 1% H C [1)45,4%)

(2) wmidhi “&a” s, JREFATIT “ R if)” LI
(3) Bk “AEHN SMTP IEHPAT Se1r) PTR Al 4k ” SEHE, JRORA7F. HE BeaE L ik
N

e

| perE | EEEA B | Greylisting [ REIEE | mEA P

gz O ny

EEEE
FEFF R ARIF U-Mal SR PSS I 1P S EH s i RiE R B BRIt .

VT R R E TR R E
I MBIRT PRT 1BRMRIE 501 FH2HEE (BE)
™ 10F PTR iERIENI%IE S01 FRFIER

[ 2R ERITRAIE ( EHTEHHRT MAL Z 53T )

™ £ HELO/EHLD iithiTEsss
[ it T (B ki 501 FERHHER
™ 0 R —- 2R E i ok T B SRR
7. % 501 ISHEAR(IE R 451 $#4184850)
I FEExdEE

¥ HATTE MAIL firs chEi8aHE
[T i i (Bt MRS S01 il
IV 0 — 2R ] o AR T B 4B TR i
[T B 501 IR RIBEEEIE 451 #iSFHD)
. FfEE s

[V REET ERHIR#4E 2. "X -Lookup-Warning” itk

ERpLAATTEETRER _ BE8 |

(4) BEXEAN “HARY, ATLHERERIEH MARZ “BHA4 87 B, AR RIEH
FIERL AR IR REATEAT “ Sl 2 if)” ZhREAGTI o

B SRAFGEARBAT G HIN TR ASOTTR T R AR, IFHARK 1P bt B

O Tl AT, IS A SIS E AL o0 T 4RI T2 B AR A CRenl i EAD A T
RIEA, P USSR K ISP A8 S fiehr o

10. SPF

SPF & DNS [1J—FicskRM (ixt), [A]INth e —Ff S Bl S AR . B T T Hi 58 A8
A R REFH RSN AT (RIF AT 1P ik 510

sohu.com text =
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U-MAIL FEFE U-Mail, 24675 5

=] AR
"y=spfl ip4:61.135.130.0/23 ip4:61.135.132.0/23 ip4:61.135.134.0/23 ip4:
61.135.145.0/23 ip4:61.135.150.0/23 ip4:220.181.26.0/24 ip4:222.28.152.128/25 ip
4:218.206.87.0/25 ip4:221.236.12.128 ip4:203.184.141.0/24 ip4:61.152.234.0/24 ip
4:220.181.69.0/24 ~all"

A FZEOR, R PO (AE 2 1, TR mT LA b 27 35 s O 3 i PR e A N i 3%
WS JF 3 B R S 5 6 25 PR sl A4 AT spf A, SO0 5tk spf A A7 ), AR
S o

(D) FTIFRGE P54 hitp://mail.domain.com:10000/ (domain.com® #e %, 1 2 145 44)

(2> miihh “2a” 5, JFEFHTIT “SPR” LI

SPF, & A ID, DK, 1 DKIM

| SPF /A ID | JE$S | HashCash |
| DKIM R | DKIM S5 | DKIM 17 | BRI |

1R1F HLiH

—SPF (kA DD
SPF FE A 1D BiEASE AR AR A PRA ( S BRI HIdE ) .
[V 5 SPF HilasiETal
[T @EREsEA ID H5 PRA
2 SPF HIZERI—T FALL S8
I .. ®iE 550 iR
V. s HhEE
"B CCapproved” ) BRtES B T LSRR S e
[ {la):2= 0 S A IES e Rl R U Fia et =) 0.5

S EIER R A SRR I Y ER. 5 E 15.0

IV gt o 6 A, Received-SPRHE!: &

[T .. % SPF S22 T mgs
[ ¥ ‘v=spfl' BFAFREA 'spf2.0/mfrom,pra’
[T $ERERERTIE SMTP (S50 SR i i

— LAIEETR
V¥ ERiFsaiEST SPREMEA Dk
IEEEE SMTP 81 POP TP BAFSEE".

¥ kBEFArE 1P aoiEeT SPRiErEA ID £
v emurse @F | ase |

(3) 2Jik “fEH] SPF AR AIE TN RIEHE, JFORAr. BB E BRI,

(4) BEXEAD “HARY, LSRR RIEF AR Z “B4 87, A G RIEE
FIERL AR R AN TEAT “SPE” ZhREsrl .

B SR RGRARBAT BN, T ASOTTR T spf AR, I HARKIEA txt idsxkik
BEATHEE, SIS B 4R DA BOBR S 1A% B2 R AT spf i3k (x).

- 200 -


http://mail.domain.com:10000/

U-MAIL’

PP U-Mail, 13 E ik

11, HahkFms]

FIRAAE ik 7 X e BRI St bk i i, RARBEE R .

(D fTHRGEH GG http://mail.domain.com:10000/ (domain.com#% i H 2 113k 44)

(2) gl “za” $Hla, FFEPHTIT “Huhbdmd]” L

J’ bt |

H‘LEM| P Eﬁ| a;mm

#F

i

rHAE
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7 = il et
I LR PR BATRE A,

Ernail address: ATELERD "*@domain.com” & "@222.com” #iERRH .

#m

il

(3) F AT EAE L, Jf . e B E R BRI .

12, BAFE#

TR BEAS 1P HuhE =

IEEIIERR RS 2%, TT R BEIIREN) < B hBFik, BRIETT R 19
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(2) gy “za” $Hln, IFRPHTIT “ShABrk” L
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| ksl | E00R | P R | SR
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s R T ERERR R T A SRt T . IR AT AR - MRS
SR EN 4 AR B RNERET AT

W R _ose &1
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[ e T e R
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13, [ e Ry
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(D fTHRGEH GG http://mail.domain.com:10000/ (domain.com#% i H 2 113k 44)

(2) il “2a” Bl )a, FHEPEF T “RMEUHRY” I (2 AN AT B )
P B | SMTP E | RERBHE® | SMTP 27 POP | MR |
mr O m

B E R

FRAR R R R (AL R ER R PR A S R AT EATRERERT
LR EEa. FEML e, SshEs, REERE.

I BRE AR
I 1e40 5 P (AR R TR

EERA PR ER N RRNER TR EA . BREEET T R
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FILAE “IP JRii” AP E DR 1P b E R MR R 2T

(1) BANFTELFR P sk, Jf sidndsin. EBCEZEBOANITT,
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1. RTKE

1.1 RIEHRAF R R B AR
1.1.1 A OutLook. FoxMail Z% f sk 3%

Outlook %/ fii v A LIE L DNS Al 5585 AT AL MEAE R 55 ds it bl —  HEH AR M
Frastt) 25 41— SR HAIIE — AOXMBCFRIROE AR ST as — HEPERSS AR AL B — HRfE
JIR 55 A MR AR WA 2 T2 805 BT I MX s — BRI S IS 1 i 55

1.1.2 i Web &/ ¥ &%

Tkl Web R, SERCEHRAIE — RS IEAE RIS S5 4% — WIS 55 # R A AL 5 i
ZRMRNTIZIE MX Aok — SERRILS & S IR i 55 s

12 PRI fEHT

EGIBA AR MR, F BT U NIRRT 1 MX S A, IR IR
2 MCKMP T O XT84 (AT AL SR AR IE R, A4 ] USSR WA 2IEX 75

AT MXCORT A GG SR Jr 30 /5 24 WP NIPE AR 5545 7 1) 25 S 11, X LB 4B A
DX 7 Bk 554 1) 25 S I B ANTE o U7 iR G5 4 149 25 i 1 IEH 4 7T Ul A& s
FIEXS T

T WRERENNL A R, BRI

1.2.1 WA MX g3

(L $TIF “IFf--isfr-—-emd”, FTIFa 28R e 1, SEiA nslookup, #RJEHIA set
type=mx, FEHH AL FIERA GXH LA comingchina.com 34 61D, W F K.
C:*~Documents and Settings“HP>nzlookup

Default Server: nz.ssptt.net.cn
Address: 202.96.134.133

> et type=mx

» comingchina.com
nz.szptt.net.cn
2082 .96.134.133

Mon—authoritative answer:
comingchina.com M preference = 18, mail exchanger = mx.comingchina.com

(2) QIR BL LR AT ARG MX Rk, 4 FFEs

comingchina.com MY preference 18, mail exchanger mx.comingchina.com
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1.2.2 Pk AEx

(D ATH I U ---184T---cmd”, F] FF A B4R 77 1, Je%i A nslookup, 28 f5 %\ set type=a,
PN mx il “mail exchanger =" JEIME, Wi FE.

> set type=a

> mx.comingchina.com
ns.szptt.net.cn
282 .96.134.133

Mon—authoritative answer:

m¥x.comingchina.com
202 .185.113.145

mx .comingchina.com
282 185 .113 145

1.3 PR SMTP &% 1
1.3.1 AN 7 R4S 25 B3 O

MR AF A& S A Y 25 B Y, BT RS54 00T 7 25 S, WEARARST SR E A K, A
AL s A RS o I AR 5

(D) TIF “TFUh-—-1817---emd”, TIPS F5 % 1, % telnet mx.comingchina.com 25
HATIRR, W F K

VE: telnet J& H O 23 “mx ] k@MY mail exchanger =7 [R{H, &3 a id SKEAT
okt 1P Mtk

C:“Documents and Settings“HP>telnet mx.comingchina.com 25

(2) QURRBIRERAME R, A Zeomim 2, WK,

228 ESMIP READY

1.3.2 PR U-Mail BRHEARSS 28355 O
MRS 2% 25, 110 2535 11: telnet 127.0.0.1 25
telnet JIkZ5#5 N ¥ 1P Hitik 25
telnet 45 %528 W IP bt/ 44 25
IR R~

¢t Telnet mail. comingchina. com c¢v Telnet mail. comingchina com

228 ESMIP READY +0K POP READY
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1.4 HEEFEFHE

MR AR R i R e AR TR H v, RIEnT DURIE 25 H SOk H ok ki . H &S0
F umail 3 HE NI logs FHX K Cumail/logs), R H & SCE4LL SMTP session
successful X&) -

EHES, WA A gk “—7 REIRTT RS A AL LA X7 B I, WA T Ae &2k
=7 RN TT RIEBARTT G B

DB LA “HNR IR “ N BRIREE” R “ IR N AN T .

1.4.1 “AhREME (HiE)” BEBEESER

MRfFAN R B RE, HE RS b R

SMTP-(in)— AntiVirus( 2 J& 75 £ ) —*AnuSpam (B ki) —Content-Filter (A%
U2 —Routing (#H1) —SMTP-(out).

{H—f 5 E SMTP-(in)—~SMTP-(out) R AJ, TE4HL IR 40 .

(1) BRI RN FEBA W RGO T, G “ A ANl “ ek ARk~ A
“CORIESTE] 7

(2) HEX umail/logs H% T .

(3) TFF4 K smtp (in) HA&, JHLRGER “Ctrl+F” 50 “Zidf--- A4, F A lfE A nk
KA N T A ORFIRURF]D o

21|
HFIMF H): Iumailtest@lZE.com
s BiH
FESXAE O (r‘ BEW ¢ ETO

(4) LUF & smtp CGin) H&MEARD T,
Wed 2011-05-04 10:52:41: ----------
Wed 2011-05-04 10:52:50: Session 2885; child 1; thread 6648
Wed 2011-05-04 10:52:50: Accepting SMTP connection from [127.0.0.1:1122]
B 127.0.0.1 AL AR .

Wed 2011-05-04 10:52:50: --> 220 ESMTP READY

Wed 2011-05-04 10:52:50: <-- EHLO U-Mail

Wed 2011-05-04 10:52:50: --> 250-mail.comingchina.com Hello U-Mail, pleased to meet
Wed 2011-05-04 10:52:50: --> 250-ETRN

Wed 2011-05-04 10:52:50: --> 250-AUTH=LOGIN

Wed 2011-05-04 10:52:50: --> 250-AUTH LOGIN

Wed 2011-05-04 10:52:50: --> 250-8BITMIME

Wed 2011-05-04 10:52:50: --> 250 SIZE 0

Wed 2011-05-04 10:52:50: <-- AUTH LOGIN

Wed 2011-05-04 10:52:50: --> 334 VXNIcm5hbWU6

Wed 2011-05-04 10:52:50: <-- bmFuY316aG91QHp5bC5uZXQuY?24=
Wed 2011-05-04 10:52:50: --> 334 UGFzc3dvemQ6

- 207 -



&
U-MAIL VEEE U-Mail, 1% 85 5 0

Wed 2011-05-04 10:52:50; <-- ******
Wed 2011-05-04 10:52:50: --> 235 Authentication successful
U-Mail IBF RS- E S RS R R

Wed 2011-05-04 10:52:50: Authenticated as zzz@comingchina.com
Wed 2011-05-04 10:52:50: <-- MAIL FROM: zzz@comingchina.com
KA N2 zzz@comingchina.com

Wed 2011-05-04 10:52:50: --> 250 <zzz@comingchina.com>, Sender ok
Wed 2011-05-04 10:52:50: <-- RCPT TO: <umailtest@126.com>

Wed 2011-05-04 10:52:50: --> 250 <umailtest@126.com>, Recipient ok
Wed 2011-05-04 10:52:50: <-- DATA

WCEE A umailtest@126.com

Wed 2011-05-0410:52:50:Creating tempfile(SMTP):e:\umail\queues\temp\md5003945.tmp
Wed 2011-05-04 10:52:50: --> 354 Enter mail, end with <CRLF>.<CRLF>

Wed 2011-05-04 10:52:50: Message size: 151764 bytes

B MR R I 7R

Wed 2011-05-04 10:52:50: Passing message through AntiVirus (Size: 151764)...

Wed 2011-05-04 10:52:50: * Message is clean (no viruses found)

Wed 2011-05-04 10:52:50: ---- End AntiVirus results

Wed 2011-05-04 10:52:50: Passing message to SmtpHook plugin

Wed2011-05-0410:52:50:fnSMTPMessageFuncNowprocessing:e:\umail\queues\temp\md50
003940045.tmp

Wed2011-05-0410:52:50:Messagecreationsuccessful:e:\umail\queues\inbound\md50000104

217.msg

Wed2011-05-0410:52:50:-->2500k,messagesaved<Message-1D:1ED6394AFE03482980C5
D258864BD8A5@IBMX61>

Wed 2011-05-04 10:52:50: <-- QUIT

Wed 2011-05-04 10:52:50: --> 221 See ya in cyberspace

St oksall

Wed 2011-05-04 10:52:50: SMTP session successful (Bytes infout: 151916/435)

Wed 2011-05-04 10:52:50: ----------

W Jr 4 7s SMTP session successful AR A in H &2 s Dh ity CRIIRAF CL& i Kk
FIZAESD, $ P KEF outl HiE.

(5) Wi smtp Cin) H & Hor “SMTP session successful” 745, 4 E smtp Cout) Hii.
(6) FTFFRM) smtp Cout) H&, FFIghffd “Ctrl+F” 8 “4idf---A47. AN
BURAE N T AR O RIS TADD .
(7) LUF42 smtp Cout) HEMIEARS .
wed 2011-05-04 10:52:47: ----------
Wed 2011-05-04 10:53:04: Session 2888; child 1
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Wed2011-05-04 10:52:52: Parsing message <e:\umail\queues\remote\pd35000136919.msg>

Wed 2011-05-04 10:52:52: * From: zzz@comingchina.com

Wed 2011-05-04 10:52:52: * To: umailtest@126.com

Wed2011-05-0410:52:52:*Subject:=?gh2312?B?Rnc6IHt TcGFtP30gUmUGBICCxsbqj1sG38
Mm9IL4yOsqgvzEvW3S/J7tval A==?= =?gb2312?B?s/bYm8G/?=

Wed2011-05-0410:52:52:*Message-1D:<1ED6394AFE03482980C5D258864B@1BMX61>

RAFNS WA REEE R

Wed2011-05-0410:52:52: Attempting SMTP connection to [126.com]
Wed 2011-05-04 10:52:53: Resolving MX records for [126.com] (DNS Server:
61.144.56.101)...
Wed2011-05-0410:52:53:*P=010S=000D=126.comTTL=(55)MX=[126mx01.mxmail.netea
se.com] {220.181.15.138}
AT A ) MXadsk s Al (XL 126.com)

Wed 2011-05-04 10:52:53: Attempting SMTP connection to [220.181.15.138:25]

Wed 2011-05-04 10:52:53: Waiting for socket connection...
Wed2011-05-0410:52:53:*Connectionestablished(192.168.1.183:2612 -220.181.15.138:25)
Wed 2011-05-04 10:52:53: Waiting for protocol to start...

A5 W g5 w1 25 i 1

Wed2011-05-0410:53:01:<--220126.comAnti-spamGTforCoremailSystem(126com[201010
10])

Wed 2011-05-04 10:53:01: --> EHLO mail.comingchina.com

Wed 2011-05-04 10:53:01: <-- 250-mail

Wed 2011-05-04 10:53:01: <-- 250-PIPELINING

Wed 2011-05-04 10:53:01: <-- 250-AUTH LOGIN PLAIN

Wed 2011-05-04 10:53:01: <-- 250-AUTH=LOGIN PLAIN

Wed2011-05-0410:53:01:<--250-coremail LUxr2xKj7kGOxk117xGrU710s8FY2U3Uj8Cz28x
1UUUUU7Ic210Y2UrU5JizUCa0xDruuuUj

Wed 2011-05-04 10:53:01: <-- 250 8BITMIME

RAETT WA R Ge AT 7 MR R GE ) — 2848 T5 R

Wed 2011-05-04 10:53:01: --> MAIL From:<zzz@comingchina.com>
Wed 2011-05-04 10:53:01: <-- 250 Mail OK
Wed 2011-05-04 10:53:01: --> RCPT To:<umailtest@126.com>
Wed 2011-05-04 10:53:02: <-- 250 <umailtest@126.com>... Recipient ok
Wed 2011-05-04 10:53:02: --> DATA
Wed 2011-05-04 10:53:02: <-- 354 Enter mail, end with "." on a line by itself
Fak 2 W 2 umailtest@126.com, I HAEZEZ A A
Wed2011-05-0410:53:02:Sending<e:\umail\queues\remote\pd35000136919.msg>to[220.18
1.15.138]
Wed 2011-05-04 10:53:03: Transfer Complete
Wed 2011-05-04 10:53:04: <-- 250 2.0.0 p441Im7L013317 Message accepted for delivery
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Wed 2011-05-04 10:53:04: --> QUIT
AUEEIEEE, FRAAZ MR SR A

Wed 2011-05-04 10:53:04: <-- 221 2.0.0 ssg2 closing connection

Wed 2011-05-04 10:53:04: SMTP session successful (Bytes infout: 505/152474)

Wed 2011-05-04 10:53:04: ----------

W g5 5 7 SMTP session successful JE &I L& ik it 1, & Bkt Jr
g4 T .

(8) Wi smtp Cout) H& Lz~ “SMTP session successful” 745, HLAACKIBAEC Tl &%
BEN I MR AT K 4 E N T

1.4.2 “HEIME (NB)” BEEESE

MRAE N ORGSR Bk, HEMES PR

SMTP-(in)---AntiVirus( 5 J £ £ ll)---AntiSpam (S b7 346l ) ---Content-Filter (P 2%it
JESSHM) ---Routing (% 1)

H— A H SMTP-(in) B AT, PE4IL IR T

(1) FEMNIIEMAF 5 B BATEIIE 0L o IR “ AR NHBEE " U NHbHE” <k
IR

(2) #EAN umail/logs H3% T .

(3) TFF4 R smtp (in) HE&, FFHLRGER “Ctrl+F” 50 “Zidf--- 4L, F A A sk
KA NBEAT A4 ORFIRURFA] D o

HFIMF H): Imailtest@lZE\. com
el BRiK

T'Eﬁi$§@)’}‘ﬁim3t?ﬁTmJ

(4) BLRSZ smtp CGin) H &M B AR
Wed 2011-05-04 10:49:51: ----------
Wed 2011-05-04 10:50:28: Session 2752; child 1; thread 79944
Wed 2011-05-04 10:49:54: Accepting SMTP connection from [93.152.162.153:4443]
Wed 2011-05-04 10:49:54: --> 220 ESMTP READY
Wed 2011-05-04 10:49:55: <-- HELO 126.com
Wed 2011-05-04 10:49:55: EHLO/HELO response delayed 10 seconds
RAL T EE DA IS5 2%

Wed 2011-05-04 10:50:05: --> 250 mail.comingchina.com Hello 126.com, pleased to meet

Wed 2011-05-04 10:50:06: <-- MAIL FROM: <umailtest@126.com>

Wed 2011-05-04 10:50:06: Performing IP lookup (126.com)

Wed 2011-05-04 10:50:06: * D=126.com TTL=(60) A=[207.155.222.58]

Wed2011-05-0410:50:07:*P=010S=000D=126.comTTL=(60)MX=[126mx01.mxmail.nete
ase.com]
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Wed 2011-05-04 10:50:07: * D=126.com TTL=(52) A=[207.155.222.58]
Wed 2011-05-04 10:50:07: ---- End IP lookup results
fERT AT N MX Adk 5 Addsg GXHLZ 126.com)

Wed 2011-05-04 10:50:07: Performing SPF lookup (fujibedford.com / 93.152.162.153)
Wed 2011-05-04 10:50:17: * DNS: 10 second wait for DNS response exceeded

Wed 2011-05-04 10:50:17: * Result: none; no SPF record in DNS

Wed 2011-05-04 10:50:17: ---- End SPF results

TSl A A I 344 1Y) SPF idsk,  SPF & —Ii B e B

Wed 2011-05-04 10:50:17: --> 250 <umailtest@126.com>, Sender ok
Wed 2011-05-04 10:50:18: <-- RCPT TO: zzz@comingchina.com
WA A A3 Bl Hhik

Wed 2011-05-04 10:50:18: Performing DNS-BL lookup (93.152.162.153 - connecting IP)
Wed 2011-05-04 10:50:18: * zen.spamhaus.org - failed

Wed 2011-05-04 10:50:19: *  cblless.anti-spam.org.cn - failed

Wed 2011-05-04 10:50:19: ---- End DNS-BL results

X RAF A % 1P HhEHEAT DNS-BL K, X — T s B 3 B R

Wed 2011-05-04 10:50:19: --> 250 <zzz@comingchina.com>, Recipient ok

Wed 2011-05-04 10:50:23: <-- DATA

Wed 2011-05-0410:50:23:Creatingtempfile(SMTP):e:\umail\queues\temp\md5003858.tmp
Wed 2011-05-04 10:50:23: --> 354 Enter mail, end with <CRLF>.<CRLF>

Wed 2011-05-04 10:50:24: Message size: 585 bytes

KAV RIL AT F] U-Mail

Wed 2011-05-04 10:50:24: Performing DKIM lookup
Wed 2011-05-04 10:50:24: *  File: e:\umail\queues\temp\md50003939858.tmp

Wed 2011-05-04 10:50:24: *
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:24:
Wed 2011-05-04 10:50:25:
Wed 2011-05-04 10:50:25:
Wed 2011-05-04 10:50:25:

s W lihf el

Wed 2011-05-04 10:50:25:
Wed 2011-05-04 10:50:25:

Message-1D: 33e28m71s90-59713048-350k4s35@tdmrdei
* Result: neutral

---- End DKIM results

Performing DomainKeys lookup (Sender: umailtest@126.com)
*  File: e:\umail\queues\temp\md50003939858.tmp

* Message-1D: 33e28m71s90-59713048-350k4s35@tdmrdei
*  Querying for policy: 126.com

* Querying: _domainkey.126.com ...

* DNS: * Name server reports domain name unknown

*  Result: neutral

---- End DomainKeys results

Passing message through AntiVirus (Size: 585)...
* Message is clean (no viruses found)
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Wed 2011-05-04 10:50:25: ---- End AntiVirus results
R A 5 3 sk SR g MR A 1R AT s g AR

Wed 2011-05-04 10:50:25: Passing message through Outbreak Protection...

Wed 2011-05-04 10:50:25: * Message-1D: 33e28m71s90-59713048-350k4s35@tdmrdei

Wed 2011-05-04 10:50:25: * Reference-ID: fgs=0

Wed 2011-05-04 10:50:25: *  Virus result: 0 - Clean

Wed 2011-05-04 10:50:25: * Spam result: 1 - Clean

Wed 2011-05-04 10:50:25: * IWF result: 0 - Clean

Wed 2011-05-04 10:50:25: ---- End Outbreak Protection results

Wed 2011-05-04 10:50:25: Passing message to SmtpHook plugin

Wed2011-05-0410:50:25:fnSMTPMessageFuncNowprocessing:e:\umail\queues\temp\md5
0003939858.tmp

ESswamaliag sl

Wed 2011-05-04 10:50:25: Passing message through Spam Filter (Size: 585)...
Wed 2011-05-04 10:50:27: * 3.0 MDAEMON_DNSBL MDaemon: marked by
MDaemon's DNSBL
Wed 2011-05-04 10:50:27: * 0.7 DATE_IN_PAST_06_12 Date: is 6 to 12 hours before
Received: date
Wed 2011-05-04 10:50:27: * 3.1 RCVD_IN_XBL RBL: Received via a relay in
Spamhaus XBL
Wed 2011-05-04 10:50:27: * [93.152.162.153 listed in zen.spamhaus.org]
Wed 2011-05-04 10:50:27: * 1.0 RCVD_IN_PBL RBL: Received via a relay in
Spamhaus PBL
Wed 2011-05-04 10:50:27: * [93.152.162.153 listed in zen.spamhaus.org]
Wed 2011-05-04 10:50:27: * 3.0 URIBL_BLACK Contains a URL listed in the
URIBL.com blacklist
Wed 2011-05-04 10:50:27: * [URIs: penisbigmiracle.ru]
Wed 2011-05-04 10:50:27: ---- End SpamAssassin results
Wed 2011-05-04 10:50:27: Spam Filter score/req: 10.90/12.0 CHiIfii (437N T J5 I 153
Wed2011-05-0410:50:27:Messagecreationsuccessful:e:\umail\queues\inbound\imd5000010
4212.msg
Wed2011-05-0410:50:27:-->2500k,messagesaved<Message-1D:33e28m71s90-59713048-
350k4s35@tdmrdei>
Wed 2011-05-04 10:50:28: <-- QUIT
Wed 2011-05-04 10:50:28: --> 221 See ya in cyberspace
TSELHBAEI 0 E PP LD

Wed 2011-05-04 10:50:28: SMTP session successful (Bytes infout: 764/395)

Wed 2011-05-04 10:50:28: ----------
I 5 JE $E s SMTP session successful A2 W B LE L2 B Sl T, C & Bk 4 AR
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e U-Mail, 16455 i it

143 “WEREN” HEBEELR

P AR S (R S A e, HEMSDRE:
SMTP-(in)---AntiVirus(Jz Jy £ 45 ) ---AntiSpam (i 57 5l ) --
JEZSKM)) ---Routing (% 1)
B FH SMTP-(in)EIAl, VRN BT

-Content-Filter (N %53t

(1D NS WA RIFEOL S, EICE R ARIE”, et Atk Fn« ks
i3 ] RN

(2) #EAN umail/llogs H%F.

(3) LRI smtp C(in) H&, FEiEBgEm “Ctrl+F” o “4iih---7r4k”. A EE Aok
KA NBEAT B4 ORFIRUNFA]D o

(4) LAFAEsmtp CGin) H&EMHAR DT

Fri 2011-07-22 17:33:47:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

Session 100; child 1; thread 2372
Accepting SMTP connection from [127.0.0.1:1921]

R 127.0.0.1 AH A AE 1 o

Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

--> 220 ESMTP READY

<-- EHLO U-Mail WebMail

--> 250-domain.com Hello U-Mail WebMail, pleased to meet
--> 250-ETRN

--> 250-AUTH=LOGIN

-->250-AUTH LOGIN

--> 250-8BITMIME

--> 250 SIZE O

<-- AUTH LOGIN YWFhQGRVbWFpbi5jb20=

--> 334 UGFzc3dvemQ6

o FoFFKKK

HEPF IR 55 2 1K) — LA IESE R GUA5 R

Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

--> 235 Authentication successful

Authenticated as aaa@domain.com

<-- MAIL FROM: <aaa@domain.com> SIZE=880
--> 250 <aaa@domain.com>, Sender ok

<-- RCPT TO: <test99@domain.com>

--> 250 <test99@domain.com>, Recipient ok

<-- DATA

KA N FEaaa@domain.com, A A\ S test99@domain.com

Fri2011-07-2217:34:40:Creatingtempfile(SMTP):c:\umail\queues\temp\md50000000005.t
mp

Fri 2011-07-22 17:34:40:
Fri 2011-07-22 17:34:40:

--> 354 Enter mail, end with <CRLF>.<CRLF>
Message size: 882 bytes
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Fri 2011-07-22 17:34:40: Passing message through AntiVirus (Size: 882)...
Fri 2011-07-22 17:34:40: * Message is clean (no viruses found)

Fri 2011-07-22 17:34:40: ---- End AntiVirus results

X WA AT 5 s 75

Fri2011-07-2217:34:40:Messagecreationsuccessful:c:\umail\queues\inbound\md50000000
004.msg

Fri2011-07-2217:34:40:-->2500k,messagesaved<Message-1D:WorldClient-F20110722173
4.AA34400003@domain.com>

Fri 2011-07-22 17:34:40: <-- QUIT

Fri 2011-07-22 17:34:40: --> 221 See ya in cyberspace

Fri 2011-07-22 17:34:40: SMTP session successful (Bytes in/out: 1033/415)

Fri 2011-07-22 17:34:40: ----------

W R dy 7 SMTP session successful AR IHEA; O IR R ) T, X7 2],

1.5 BAFIEFFHE

W#E’JW&A% S RAS, A BAZI AT LLSITE B (2 AR AR A5 B (2 AEA - A
ﬁ?ﬁﬁ?‘i%ﬁ%@\ﬂ, R P

1.5.1 #iE “umail/queues H3x” BE

(1) #TFFBAFI H 5% umail/queues (umail %%z H 3% R ¥ queues 1~ H k), #BABIIAE
AT RES H -
Inbound (AEEBAFD: AR kA (1 Fn A8 A A outllook 5525 7 oy 1 1] b &
peStolHFES
Local (AHARAZD: F4E &1 A 2 ke (0 MR AL AR A A 326 PR s
Remote CGZFERAFID: G A 7 4K Il fF
Retry ERABAF: 6 i T-Hb RS R IR (7F remote A H 5 R
Bad (JRBAF): WHEZL b, sk Joibibork A 55
Holding (LREFRAFND: MHBAEAREYE SO sE . R, WA IESS AT R Ab #E BL
MR A2 0 R R AR T AN R I 2 $i B1] Holding BA 1
Raw CRALFEPAFND: (6 RS A 352k A4

(2) W] LIRS IS A B S, R =R DA
“CHBIRME (N7 PAFIZLEPE:  Inbound ()\lﬁly\ﬁﬂ) —Local (AHiFAS)
“HRRHRAE CBEE)” BB B E:  Local (AHLBA%Y)) —Remote GZLFEBA%1))
“WEBRARNIT ()7 BAFILTSE:  Local (AHLBAF)
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HEEBAA | eEe | BRme | 2F |

B e =t e
Lo@HEA A (180) mdS0000000020. msg. 7?532312'«’13? STy TIiy.
- EIABAFI ) mdS0000000021 . meg Vidutua” <qrejzlijz
L RERAS o) mdSO00000002E. msg B e T T
| RE LR ) 50000000023, msg yhruyiuyi6532163. com
i mdS0000000024. msg =7GEZ3127E 7y frSdrrFl
H *ﬁ%ﬂén@; = mdSO000000025. msg _76323127575:thun»,1_
R ) 50000000026, msg =7GE23127BPvE h
i mdS0000000027. msg "Lapmec” Grwachie d
[ect mdS0000000025. msg riyrdzohgdhiiyahoo
APaR 50000000029, msg T e
ndS0000000030. msg "Suyej” {yehmqvallpty..
mdS0000000031 . msg =7GE23127B7 tPovslylo
mdS0000000032. msg =7GE2Z3127B71 cXFylinsT
pdASO000000013. msg =7GE23127B {PrATb3 s, .
pdSO000000014. msg =?GB231 27B 7w dY J5/ET0
PpASO000000015. msg hfxdgdklpsgefviciana
pdSO000000016. msz abdul jochnnyfrofiacl. com  b. vym
< | =
IR

16 BEHFBCRBR
161 EREREERE (W8 - REFRH

(1) GMERES (admin), 76 “ATEFEL” KBt “ IR A9 IL” JEbFeis s
B s, T

HEPFERIS B

+ HiFREEHRIT
« WIITEERRAPERE
+ RIEIEER

BEEE

+ BRERPEE

e
ke ER P

« MEFMAEFP
« HMEEEREP
« MERERREFP

(2) FTIHES T I A, R “HRAFCR AR IR 5 R AT e B R AR
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(D) BRXAGEMGH (system), gidli “F3H---K 7 FEBFEBFERCENH % “Y0
7 FH, W NE:
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g

L [ (BEE

- y Ern domain. com system
domain.com 51
testi domain.com Mz

" testll domain.com #E11

" testll domain. com ME12

(2) Al “BR&” IR, RIATER iz 3T AR B, W R
0 X E A4S LR umail/app T Guardian.dat 324

—MepiEE — PR
[T R
o PEAEE
o IMAP ISR .. B BRI
. SEEES | i
. 3E
o BRE
. 5@
o MultPOP
. B85 5
JIE SR AR
[Etesn =
-
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17 BREEBHERAERAER, Al A4

ANBEWC B B LA SR B

(L) MX IC TR 5% o 180T LU IX 45 Ay 28— R AR 1938 44 g B 2 75 1E A = nslookup
-gt=mx yourdomain.com

(2D ity VBRI AE R o A7 LE R 55 R TAE A Y, R i 80 B b 2R A0 190 1P (1) i 1]
ISR 3] A 0 FRT ISP R 5545 o R RT AL B0 4 AT i 2 00 kit 1 IR SRS 2 54047+ telnet 1P
Mkt 25 JEEAT WA .

(3D« B KA BATTTI 25 i 1o B0 SRR A FR G822 A7 7 KBS A 3 I AT B K i
— & /D EIIFRL 25, 80, 110 %ijl .

(4) EHEITRAZARZHAT, BAIILE umail 2% H 3% T ) queues H ko

1.8 RMEBERF R aEM, Ak, wA?

(L. AP KA, RS EEA B A 25 i .
(2). DNS L, ARefdMTR 584
fifvhdpik: ¥ DNS R454%. #ihn: 202.96.134.133 202.96.128.68 i jt A
Hi{ ¥ DNS
(3D MBI HRSS % 040 1P Huhk A7 76 X6k sty () 7 S B AR Sl R Y, 5 SOt AR e
fiE I piE s RO i A R 55 2 AP IR R, R T SR (B s IR 4R SR
WA EEN OL, K 1P bk A ECH e b 2Bk U-MAIL Ak iz
O W E T BRSO LRIE, RIEIEERIRSS 48 1P LEXT 7 1) B 4% H,
IS A R AN i
(4) BB £ ok st (4 e o i )
Bl W4 MX DRSS A 1P ICSRANRF s A R SS 7 0 F— s A A
MX L SR A7 A -
(5) X7 MBAF 25 0] Cidh o AN AE
(6D~ X7 M A P 5 s B R i 2 7] 48 % i
(7) fr AR IR pEo &
(8) A B RILMAE KN R BT AT
(9) KA MEAH 25 25 2, WS 2l LB E T 400 RIE I AE %,
webmail 3% HBLER 2 2k M
(100 EFEBSIFRAZFRZMEAE, BAFILE umail 222%% H 3% R queues H &,

Bz, WL, HABEIRE, BF log ST IR BT .

2. =T WebMail

2.1 11S i & WebMail
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WebMail 7t U-Mail 223 2 FZhC B A, AR b T & A A BB e 4, WL
% MR gL BT HE A

2.1.1 Windows Server 2003 Bt & WebMail 4 55
(1) AEARS 28 AR “Fm ™ Bbs, & S H#” ST “THEAGE PRE 107,

e “ARMH P FA---H P g 2 AMKS: umailweb. umailmysgl, % 4 7%
umail/readme.txt 3Cf Cumail 223 Hsx ~) 1, w1 N

R P[] E

= o ®Ew ZEW @00 FHo [IETE

=N E R E N

B ENEE ) B [25 [ #5E

o, FHTER @ sdniniste. TR HRAERS

g BHEES HFouest R E D I AR A

@GIUSR HP-2. .. Internet REMRP EEWHE Internet SRR
i r-2. .. BEh IIS HARHP AT EhHEARREFN Int

@FSUPPORT 3., . CHMicreseft Corpora... iXA2—{-BEBITIZHRSAEM

‘iﬁuﬁ?ﬁ @ inailnysi,  unailmysal U-Mai IEHEEEIRE M-S
SR 8 unaileb umailweb U-Mai LERHAR 1S
BEEES : =

- BaTmRRs

| | B

(2) TERRSSwe sl If A2 N s “IFUh-—-1247 7, JEEN inetmgr fv4, Ay “ffie” #@4la
BATIT “Internet {5 BURSS (11S) & HEZs”, 1 FIK:

W Internet EHERS TIS)EEE M= ES ||
T owkE #tw SFw w00 BB IS
e o@FRRIBE(8]) = 1
?g Internet {58 IRE & [1%iR
S of MAIL-TEST G5 1+ S, | Rt i

l _J HREFh _ ) FIEE HR3% EFETETT

) RS b RETRE

) et BET R
2| | S| K| | ©
| | |

(3) Aili “NHFERF”, B 2 AN HBEEF, —A% umail (N HFEFL ID), H—4
A webadmin, 1 &
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EmH AR Xl B [x]
FEFEAZRRIL TD (@) [wnaill FZFITRIF 10 @): [rebadnizl
PR HREEhEE
& THRRAORT R i EFRAEE @) & FHFFEE AR R AR R @)
VST R R AR TEAEAR (1) T AR AR B )
PR RRith-2 % () |Defanl thppF ool =l BIFRFERFIEH €):  [DefaultippPool =l
W BE | #=me | W BE | #Emo |

Vg b B HEW TOW FHo
<:=->|-I_II'IIE||5@I|EI LN

-is'J Internet {5E0RS I b | 1R
= Jumnrmﬂﬁﬂﬁﬁm ETRIET
[ IETEIET
g £a w EwiET
Ll Web RETRE

(4) Ao Wk " B S - i 7, 24 B TR i AN U-Mail WebMail”, %454 umail\worldclient,
Im%mﬁmmmmmwmmbﬂmﬁﬁm34,ﬁ% L 3/l

HhE (1)

5F (V) r
A BEIREO )

Rk (£
FHAFRL). ..

FEt (R
58N (D)

L N N <F

Hs Al E S

@ XA Pk 1) 2 1) 3

JEAR LR o ok Wk o 8

=g, FeEk T 5" .

< b IS R |

X A FREI U-Mail WebMail, K& :
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Flsk i @
Rl it A TR EE R 5. D

<t—Fw[F-fw] @ |

XMk 1P bk S ERIA RN AT
W TCP o e 4 HEERINED v o S8Rt ] DLk, 2 J5 WebMail ¥ 15 1] i 1k &
http://mail.domain.com:8080 (i {1tk 7 8080). Widitd, FEWALFI AT 1024 (¥
-,

PR =Rk mail.domain.com G &k [ CL3842)

M N7 L, e

FERERL x
Ir MEAImO&E 5
IR TP il RO BTk, N4
Flit IF HihE (E):
[EHF5E) =l

EI @EALAE: 80) (T):

Imail. domain. com|

AXBERER » IFEH 115 Faiid.

<t—Fe[F-fw>]  Ba |

¥ M4 YEPE C:\umail\WorldClient (i AH R & # i 1 O 2D
X RVFEE A2 o) M. A B IEAE, R
By R il R
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webadmin: 4% % umail\webadmin\templates, AXFRAAEHT 34, TEADEUIF.
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5. % LB

(D WA H &
KBEF: syntax

ABRAF AR B

501 Invalid or missing command argument(s)

501 Bad address syntax.
http://service.mail.qq.com/cgi-bin/help?subtype=1&&id=20022&&no=1000730

(2) XXHMHFPAEE
FHE: Nosuch user. unknown. illegal alias. account inactive. user. not found. Invalid
recipient. notavalid. mailbox. cannot be delivered. Args. Unable to relay

BA51E B

550 5.1.1 User unknown

550 User not found: xxxxxddd@126.com

554 delivery error: dd This user doesn't have a yahoo.com account
550, Recipient unknown (in reply to RCPT TO command)

No such user

host [] said: 550 , No such user.

user account inactive

User ***@ is not found in Server.

invalid address

host ...... said: 550 Invalid recipient

host ...... said: 550 5.7.1 Unable to relay

host ...... said: 552 5.0.0 Transaction Failure. Invalid Args.

550 : Recipient address rejected: User unknownin local recipient table
550 Requested action not taken: mailbox unavailable

() W NP8
S . disabled

SRS R RSN,

User xxx@ is disabled

host [] said: 550 is now disabled with SMTP service.

host...... said: 554 delivery error: ??? Sorry your message to ?????@
cannot be delivered. This account has been disabled or discontinued

(4) MTTURFEZE A, TCEREOH IR ?

R Quota. exceed. hard limit. exceeding. storage allocation

- 252 -



&
U-MAIL VEEE U-Mail, 1% 85 5 0

EN R ERSYUINEE
Quota exceed the hard limit for user ?????@
host ...... said: 552 This person's account is exceeding their quota.

exceeded storage allocation
552 Channel Size Limit exceeded

(5) RIZHIMBAFIER, E&RENTT RS SEY?

KHEY:  exceeds . maximum message size. Data size

BEE EH7

552 Message size exceeds fixed maximum message size: 7372800 bytes
552 5.2.3 Message size exceeds fixed maximum message size (7200000)
host [] said: 552 Data size must not exceed 4096K bytes.

552 #5.3.4 message size exceeds limit

552 Error: message too large

BAF BRI AE T R IR o 1 K BT (R AR GEAR 55 R FE e IS A

(6) W ERBEEZH/?
KT Toomany. less than 20

EXEE PSR
553 Too many recipients in the mail, should less than 20

RGN L 2POsd (HPFRGRS)
(7) DNS fRHTiR R ToIEE X TR 45

FEEY. Host. not found. bad host. domain . unreachable. Connection refused

SRS R ERSYUINEE
DNS: 10 second wait for DNS response exceeded (attempt 1 of 3)
The name server reports that it is having technical problems
Name service error for domain : Host not found : Name service error
for domain : Host not found, try again
Name service error for domain hot.: Host not found
bad host/domain syntax:
<*FE**@> : connect to @ Connection refused

domain unreachable (AA77E@IX AN B 2R S8 1)

(8) 25 ¥ DR (SMTP % H)
FHEY. Winsock

BAEE BT

Error: 60 second wait for protocol timeout exceeded
Winsock Error 10060 The connection timed out.
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(9) MZIEE (L75TH)
IBfE#E78 Socket connection closed by the other side (how rude!)zk Winsock Error 10053
Connection abort. = AEIXFHE(E 1 )5 K4
X ORIRMIAER, TR WA ) i, 1 Ik /N fUR A o
% JB{5#7~ Socket connection closed by the other side (how rude!), Winsock Error 10053
Connection abort, —ffi A% 75 il 55 4 B 4% i
W2 SE IS i), 15 A P 28 U s AR 00
IS 1 i 55 s AP0 A 3 i PRI ) AR BE AR SE), SERFR IR “ B A Ot
0 8% i S A7 7 it 7 A e OGS 5 T B st Jy T AR BEEL, S8 PRI
o [ KB kB (GFW)D 1R A 5 T4
P55 [ A 2 T 1 o 6% 32 o 5 5 i) i

U RN FE SIS, U A2 5 W55 & AR P [ A0 () S e 25 4 AR 54K
Weo B 5 EANAGR IR, AFAE LA IR

¥ COREERP KR (GFW)” BRI T

X[ A (R AI R 22 1) PR 0 263 1)

(10) %o 777 A 55 5% 1 s 44 i) A
kT please try later

IRAEH T

451 Temporary local problem - please try later

PR AT HEME -

KON IRSS AR EL L T IS A R, AN BER A

XN IR R B — Rl s B U, — MM 5 SR AR

(11) BFEETRERE
Kot VIRUS

BAEH T

550 Error: Possible VIRUS (W32/Netsky@MM)

RIS T5 RGEN N RITIR AR EE (O
(12) HEBfE

530 5.7.0 Must issue a STARTTLS command first. d7sm5726181tib.4
IR IR = 5 7 MR A R 48 s k4T TLS i, 81X L2015 3 2l SMTP TLS i il

(13) HERFFEAEE
¥ Iaf#ENT (PTR):

450 4.7.1 Client host rejected: cannot find your hostname
554- (RTR:CH) http://postmaster.info.aol.com/errors/554rtrch.html
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550 We cannot accept email from IP 113.106.88.154 without a DNS PTR record. Contact
your ISP/HSP to set up PTR record for your server

554 This server requires PTR for unauthenticated connections.

550 rejected because RDNS

550 5.7.1 ... Relaying denied. IP name lookup failed []

IBAE HR i AT AR (0 N 2% Cptr 51 rdns 25, WU & A 77 A M TP kb B s
MR, AHEBCR N ISP AR

X bR AZ (RBL)

501 5.7.1 <xiaolin@nbnorth.com.cn>... Sender refused by the DNSBL zen.spamhaus.org
501 5.7.1 <wingkeiytoys@wingkeiytoys.com>... Sender refused by the DNSBL
combined.njabl.org

553 Mail from 125.91.0.4 not allowed - 5.7.1 [BL23] Connections not accepted from IP
addresses on Spamhaus XBL; see http://postmaster.yahoo.com/errors/550-bl23.html

x e

554 Message was rejected.

IR X7 HE

554 DT:SPM mx16, QsCowLCLagH6jMdITTNkmg==.38632S2 1221037307

R : 554 DT:SPM X R BSAE N 0055 T ARB M 5y VEaT (5 5, BET 1M
Sy IR B R 55 25K

550 #5.7.1 Your access to submit messages to this e-mail system has been rejected.

550 OU-001 (SNTO-MC3-F9) Unfortunately, messages from weren't sent. Please contact

your Internet service provider since part of their network is on our block list. You can also
refer your provider to http://mail.live.com/mail/troubleshooting.aspx#errors.

PRI . & A XANERE http://mail.live.com/mail/troubleshooting.aspx#errors. 21X HL

6. HE

6.1 HRFHELHR AR

W AR 2 AR T, LTI SR bk S LB 0 o SR A A A o A
P 123456 IXFEIFI RS (HPAiET) B4R 25 ) B it

HISAF B RS PR i o AR ol e M) P A PR Bl 55 s S R A& B SIS A, 3 S A B R AT AR 22
IRZ B, XA R BRI A A 2. sE R EIR Z RS ™ E A
TIRIER R BT, ARFTRER: “ B Br R BLR AR 4y A2 8.7, DA S e I PR R A
EAE
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HIIE

X HOKRGHC, PRKIEEIIHIIRE . HRMER A

X ARG A AN Seos BN HIGIRAR o (H2 IR B Wi 2
X PTAT AN P R g A, AR OAS 2]

X R SIS it A7 A ST IS

XA R IR AR

Kb 3R IR

(1) 4 umail AR S5 554

(2) 77T umail\Queues H 3%:

¥ 4TJT Inbound. Local. Remote. Remote\Retry - %, & RN EHIRL

B4 H1 TR IR Rt i, I HOR/N— AR R o B LAYEIX L
AN H s MBE “RE NI B, CIIBRETSEEH 2 B kD
e s R ER LS, wT LOERE A 1 H ok — MR, MBS < A3
) GRS MR 1 IR

(3) JFJA umail 55

(4) ANV T (1) B WA () 2% A v o s (8 7 LA by B BESE), B
SRAT I ] AR S A () S, R ARAT 6 BEHE A 0 FH 55 %% B (1 BB A7 4415 12
B AR .

(5) WERARAF A Peifd 7, A FEARES PTG NI msg SCHF. X
tt X-Authenticated-Sender 15 from Sk A& [Fl— bk DURTE bk, #35
BRI AT

(6) flf M55 as e E, THEORER I REE (AT RN “ MSPRih do 25 %
ALH” AT AT SRR KB H RV umail 13 (25, 110, 80
143 55),  [A) =2 i M AR S e T T

6.2 &P T HIER7"-ERR MAILDROP ALREADY LOCKED

WIS
': -ERR MAILDROP ALREADY LOCKED
.
B A O$07
=) I U
HRE 23 AT

FEH AT DG CRZE DR F A foxmaill 255 7 S /1 22 b 68 s adEA T OR B 1)
(1) JEI ] AR, IR s A3 A o
(2) FEIR ] A [ KO N A A o
(3) Jad I 1) A A 22 A7 B
(4) Rk W T B L P2 AR H Y

- 256 -



]
U-MAIL VEBE U-Mail, JEBERS iR

KO3R5 15
(1) Ifmm I ik

Rk B umail iR S5 AR P s IR R IR, umail 23 0h AR RN 1)
IS SO, A7 \umail\LockFiles SCAESE T, POP #:4F IEH 45 R IFIB H 5, Z U BRI

TR T — IR A BT Rl i DAL e W T R B D IR M N, \umail\LockFiles ST R Ick
SEARRE ASB, K4 “-ERR maildrop already locked” fr)4f % .

#\umail\LockFiles X132 T ] POP-username@domain.com.lck SCFAH B3 i 537 22k POP
L. [FIF, T POP #t K REJE S e AR AT IV, 2R 1 P A — A%/ i i L POP
B, W Gz P R SE— A~ POP SESSION IEEAREEH, 177 55— A% 7 i [A] I 1B 47 POP 4
i, s IS BE A 1R

(2) IR P

TR BAE 2 AN BEE A K5 31T Outlook 2% 7 i 1 BRI MR A, & 1] IMAP

T2 IMAP X “iXPhN ] SCREMILLE F. BRI E S % “8 3. H PR,
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1. W34 DNS Mo<40iR

1.1 AR 1P Hihk?

IP Mtk JE AE P25 [ BL2h B 5 vFEHLE N 28 152 25 1 32 780 kil 7E Internet [, RFH11
EHLER 2% BE AT 1P HBHE 4t P11 . 1P HEHETIRE R XXX XXX, L XXX
0 #| 255 Z[A|FMT=3E%. B, RHamM s =L IP ikt 210.22.12.54.

1.2 fta e 1P #hk?

7€ 1P bk I e gy — & T AL &% e g AT 0 1P Mdik . — R, Rk B
AITHSELA I [ E 1) Internet 1P Muhlko g BN 55 a8 I 2 1P ik B A

1.3 fFaRzhs 1P Hutk?

Wit Modem. ISDN. ADSL. H&FMl. /X 557 X B ETHENL, SRk BT
YBCEN) 1P HHEERAAIE], XS A 1P Mk, R4 1P M B IAR S B, KE o R
SEIR IS A 1P itk BRI W RS S A A 1P Hihil, FRZEEHAEAE SR BN A4 iR T
AR T 554 B AT o

1.4 ftaRsa? Ba B amp?

W4 % internet IR S8R G BT I 447, S internet LI EARIN, AHM T LT
TS, A& BHEXS N —A 1P ik, A IP Mk s 8 Fg4im, W
101.25.11.34. AMT1A T 7 cAZat - S804 RAVE X S84 7ok 4 =ML, 41 mydomain.com.
F—NEA S 1P bl ——X N, AT, Pk Rss4s (DNS) fi#bi ik IP b
Hl, AT BUAH R (R R 3k o 45— AN ROHEFT EMAIL #3847 . Eve s m bRt 4, 5544
AT DAY ST RERIBTHAT B 7 LA RAAT " — AL, B K rTik 67 N2 CRFEE4D, JF BB
MRNERA XA, BNEZRE AR 22 NMARE, EENEAT, ZRIRAKEARE
Wit 20 AN

1.5 f+4 & DNS?
142 % P 245 DNS (Domain Name System) &4 4% il A1 Al 55 2 1) 7= JEL e A8 BRI 1) 4

FH s R AL B e i Ay W0 2 1 LAIR A ip Hsdib. B e 3AT] B IS4 N B www. 163.com 23
B A 202.108.42.72
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16 fFaR AER?

A (Address) ic KRR EHLA (42 G IP ihibic 3. ] LUK iZd8 44
IR Rk R 4 28 FE 1) 21 [ LK web server o[RS T DL BSR4 K 2RIk 4

1.7 A4 2 NS e x?

NS (Name Server) it 3% 244 MR 452510 5%, FORAR 213842 A DNS AR 45 28 K3k AT
FRATT o

1.8 fHa A4 iE3%(CNAME)?

WAEFR A G A 7 X Pl VIR 2 A 2 P B [F — SR L. 18 T R
FEHE WWW AT MAIL JR45 051 B, 57— &84 4 “host. mydomain.com” (A it
K)o BRI AL WWW FT MAIL k%5, b TEETH U5 Rgs . ol DO ZH LS E N

M4 (CNAME): WWW FIl MAIL. XA 34 A2 “ www.mydomain.com” Fl
“mail.mydomain.com”. SZfx_FARATTERFE 7] “host.mydomain.com”.

1.9 fHAaRiz k4 i b2

IR ENTE SN B4 a.com, 2 R FT RG> .a.com A fE KT E[F] AN 1P Huhk
b & v bacom Bie A E HaENT RS a.com [F]-—/™ IP #uht |2,

1.10 fI4a R MX g2

MX (Mail Exchanger) ics& /& BFEAS il 5%, "R — MRS 2%, TIPSR

Ge R MBI AR W AE Ak 5 S e A BRIk 25 2% BT, >4 Internet PRI IR

—FHME4 user@mydomain.com I, ZH T HBLE RS E L DNS A4 mydomain.com iXA4>

AR MX dsk, R MX A AAqe,  HP THEN LRI A A2k 2] MX Il sk TR B e
AR5 2% Lo WIS A WA MX sk, B ICiE BB A

111 22 IP RIA#ENT?

ik DNS HR45 85 0 A — 2 2 51 DNS R4S A AN X, B 1F ) Ak X Ik~ Al

R AR, B ) A AR DI R R IX UL 1P S MR, 2R IP AT R4S . B

YRR 2l I Ak 1P Hhlk) PTR Il 2% IP HubkFE m sk, 2488, ZEh1s 215
Lk AT EAT % P kY PTR 05

FERIRMRARZ W A BRI P R BRATTI ARG . AR 2% 3030k TR INfE S « T SMTP

25 25 2 116k = A3 R0 AR GEN L, RIASER A T 37 A TR0 BE B R ATS IH— e, 75

b A RO B ROR = 2R AR 5 s — o S AR AT RN, TR EERE o K= IR 55
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AT, W BEAEAE R BIA MR 5528 L MR I — e F B, XA R KR R &S 28 3R 7.
Rk,  H RTVEZ MR Ss 2% 40 sina.com, hotmail.com, yahoo.com.cn 2525 #8511 35 3 s ¢
VUM BEAEFEA+IP sz [ A BT 56 10F B A DA SE G (1) B4 37 S IR A4

1.12 f+4 2 SPFidx

HI— B[R], TR A R DA TTFIRRAT T — DTS5, S50 0 N 22— P 4l “ ok B 25 14
AVFR]” (Sender Permitted From, SPF)[IFRAE, IXANFRE S 76 B H 7~ B9 56 15 242 AL
INIITRIE, I LR k> 37 3 R A o

SPF 3 i [ AN PR 55 25 1K) DNS A FTFRES In—A> TXT Hd R BT TAE; XMl sk
Pt T B85 TATRAT DIAZ R 44 ORI L~ WIS BRI BSAS R NFRAT 4 P 45 L

4 SPF LIS AR 55 s W 21 T vy WSROIk, et o AR AR O L bk 1E4T DNS 1)
A, DI 2 AR T A G SPR idsk. RS &2 it H T lIE R AR S SPF Al
SKHEATLORR, ARG IR S HAEHORIE T SPR A il KK S 4o WERAE, B4
FRMCTT IR 55 4 RE M SR UG 5 (AT 3 G AT 30 A RE NS 48 0 2% IS F: 0 457 SR 2 32 2 B0 1K) i )
o, DRI SE AR .

1.13 RBL 2f4&?

RBL 4% /& Real-time Blackhole Lists, & [E 4N e 3 B4 20 2R B Ak (1A A 2y 3 R4
RLEHHERRSS, RBL Difexih EA S, JLPEA . BB o [H )
IP bl #B7E RBL ##EH . WEAZH A RBL Thfg. # MM RBL AR5 #sHiblf:
relays.ordb.org;dnsbl.njabl.org;bl.spamcop.net;sbl.spamhaus.org;dun.dnsrbl.net;dnsbl.sorbs.net
EX AR RBL H i) IP Huhikii 2 http://openrbl.org/ F1 http://ordb.org

1.14 &EZMESS. BOE. MIE DNS RS- 28k
(1) &EZ S DNS R4S 25 HhE

Jb5t: 202.96.199.133 202.96.0.133 202.106.0.20 202.106.148.1 202.97.16.195
i 202.96.199.132 202.96.199.133 202.96.209.5 202.96.209.133

Rt 202.99.96.68 10.10.64.68

J"%: 202.96.128.143 202.96.128.68 202.96.128.110

Yl 202.96.134.133 202.96.154.8 202.96.154.15

JFg: 202.102.227.68 202.102.245.12 202.102.224.68

J7P5: 202.96.128.68 202.103.224.68 202.103.225.68

FE%E: 202.101.98.54 202.101.98.55

JZ77: 202.101.103.55 202.101.103.54

WHg: 202.103.0.68 202.103.96.68 202.103.96.112
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?I'ﬂjj::
SILE
P2 :
Wk
%R
WL
LT
2
EGN

202.102.15.162 202.102.29.3 202.102.13.141 202.102.24.35

202.100.13.11 202.100.4.16

202.100.4.15 202.100.0.68

202.103.0.68 202.103.0.117 202.103.24.68

202.102.154.3 202.102.152.3 202.102.128.68 202.102.134.68

202.96.102.3 202.96.96.68 202.96.104.18

202.98.0.68 202.96.75.68 202.96.75.64 202.96.69.38 202.96.86.18 202.96.86.24
202.102.192.68 202.102.199.68 10.89.64.5

61.128.128.68 10.150.0.1

BJpiT: 202.97.229.133 202.97.224.68

k.
,f%’/_iE:
Ak
?II?_:E]A:
IIpiip
o :
%J‘I‘[:
L
IYIE
HER:
JSGHR
e
%Ei:
?ﬁﬁ%:
TH:
H)/\li
éi%:
I

(2) &H
It = -

2Bl
Kt
BaiER
G2z
E}j‘i:
WL
J IR
I
@Eﬁl‘:
V%
L7

202.99.160.68 10.17.128.90
202.99.160.68 202.99.166.4
202.98.5.68 202.98.14.18 202.98.14.19
202.101.224.68 10.117.32.40 202.109.129.2 202.101.240.36
202.99.192.68 202.99.198.6
61.128.97.74 61.128.97.73
202.98.192.68 10.157.2.15
202.98.96.68 202.98.160.68
202.98.96.68 61.139.2.69
61.128.128.68 61.128.192.4
202.98.96.68 202.98.96.69

: 202.99.224.68 10.29.0.2
202.100.128.68 10.184.0.1
202.100.192.68 202.100.199.8
202.100.0.68 202.100.96.68
202.100.72.13 10.179.64.1
205.252.144.228 208.151.69.65
202.175.3.8 202.175.3.3

WIiE DNS fie 4525 Hhik

202.106.196.152 202.106.196.115 202.96.199.133 202.97.16.195 202.106.0.20
202.106.148.1

5. 211.136.17.107

202.99.96.68

202.96.199.132 202.96.199.133 202.96.209.5

#F: 211.136.18.171

61.128.128.68 61.128.192.4

202.96.102.3

202.96.128.143 202.96.128.68

202.96.134.133 202.96.154.8 202.96.154.15

202.100.13.11

202.100.4.15 202.100.0.68

202.96.75.68
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YL pub.jsinfo.net 202.102.29.3
PY)il: 61.139.2.69

R #R: 202.98.96.68

k. 202.99.160.68

{#5E: 202.99.160.68 202.99.166.4
JFg: 202.102.227.68 202.102.224.68
tiph: 202.99.198.6

HHk: 202.98.0.68
1114:;202.102.152.3 202.102.128.68
1H. 211.97.168.129

FEEE: 202.101.98.55

WE: 202.103.100.206

J"V5: 10.138.128.40

JLP5: 202.109.129.2

. 202.98.160.68

i 202.103.24.68 202.103.0.117
FriE: 61.128.97.7361.128.97.74
Fritk: 205.252.144.228

W7 202.175.3.8

L7 202.96.75.68

JL7%: 202.102.29.3

PY)il: 61.139.2.69

HEK: 61.128.128.68

k. 202.99.160.68

tiph: 202.99.198.6

FHk: 202.98.0.68

i Z<: 202.102.152.3

FEH: 202.101.98.55

WE: 202.103.100.206

J"75: 10.138.128.40

YLPH: 202.109.129.2

i 202.98.160.68

5 M. 211.136.20.203

Fat: 202.102.24.35

Y 202.96.134.133

Fi7*: 202.103.224.68 202.103.225.68
VU 22 A5 K2 202.117.0.20 202.117.0.21
FERMIE: 211.158.2.68

. 202.96.128.68

KIKMGE: 202.97.224.68
FiEb5{: 203.93.18.2
FIE)PE: 201.14.251.1

#PFH: 202.102.227.68

1#: 202.102.137.68 202.102.128.68
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T 202.96.209.5 202.96.209.133
5. 202.102.134.68 202.102.128.68
TV BH: 202.102.224.68 202.102.227.68
Ki%: 202.96.64.68 202.96.69.38

BFFg: 210.52.207.2

ZFi: 202.96.209.5 202.106.0.20

FE NI —AN 4 ). 202.101.98.54
FREE: 202.103.0.117 202.103.44.5
VIR : 211.94.193.129

BRIBAR M 211.98.2.4 202.102.9.141

JVH . 202.103.224.68 202.103.224.66
R 5. 211.162.130.8 211.162.130.9 61.139.2.69
oM. 202.96.96.68 202.96.103.36

ZZ I WIE: 202.99.160.68

KIRHAH: 202.97.224.68 202.97.230.4

i & fyr: 202.102.134.68 202.102.152.3 202.102.128.68
JZ77: 202.101.103.55 202.101.103.54
LI : 202.102.2.141

i1, 202.110.20.171 210.44.176.1

JRM: 202.101.107.55

&M 202.101.98.55

VU1 2k AE: 61.139.2.69

45%: 202.96.128.143 202.96.128.68

M 202.96.104.16 202.96.96.68

M. 202.101.228.100

Pizz: 61.134.1.9 61.134.1.4

A% 211.162.226.80

W4 Ky 202.103.96.68 202.103.96.112
ARBH 202.103.103.3

F:FH 202.103.86.3 202.103.99.3

JF: 202.102.224.68 202.102.227.68
KIEL FHLIX : 202.96.69.38 202.96.64.68
W5 7RIE: 202.99.224.8 202.99.224.68
WAbA S 202.99.160.68 202.99.168.8
WAL G 7% 202.99.160.68 202.99.166.4
TTAE IR & HEHE:  202.99.160.68 202.99.166.4
WS FE XAk 202.99.224.8 202.99.224.67 202.99.224.68

(3) &EZ BB DNS k%28 Huht
Frik: 205.252.144.228
WY. 202.175.3.8

wRYIl: 202.96.134.133 202.96.154.8 202.96.154.15
Jbat: 202.96.0.133 202.96.199.133 202.97.16.195 202.106.0.20 202.106.148.1
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e U-Mail, 16455 i it

R
J:?:
T
Izjéﬁi:
K
L
I
s
(i
Hiphs
i3k
e
?ﬁﬂﬁéj‘:
e
:‘/Iﬁ:
T
i
i
{%%:
ﬁi%:
i
S
T

202.96.128.143 202.96.128.68

202.96.199.132 202.96.199.133 202.96.199.133
202.96.102.3 202.96.96.68 202.96.104.18
202.100.13.11

202.99.96.68

202.96.75.68 202.96.64.68 202.96.91.58
202.102.29.3

61.139.2.69

202.99.160.68

202.99.198.6

202.98.0.68

202.102.152.3 202.102.128.68

202.101.98.55

202.103.100.206

10.138.128.40

202.109.129.2 202.101.224.68 202.101.240.36
202.98.160.68

61.128.128.68

202.102.227.68 202.102.224.68 202.102.245.12
61.128.97.73 61.128.97.74

202.99.160.68 202.99.166.4

202.103.24.68 202.103.0.117

202.100.4.15 202.100.0.68

202.98.96.68 202.98.96.69

61.128.192.4

SRR, 61.128.97.73

[

202.101.103.55

- 265 -



